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Introduction

ArtEx is a free tool for iOS Forensics Verification, Validation, Reporting and Research from DoubleBlak.

I hope that this tool will be useful in your investigations, for researchfansparkng at interest in
Digital Forensics and how important it can be to investigations.

This guide will cover the features of the application and is intended to work alongside the walkthrough
videos available from www.doubleblak.com.

If you have any issues or questions, please ehgdlib @doubleblak.com
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The Interface

ArtEx is designed around a single screen which encompasses numerous tabs.
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The top of the window can be broken down into 4 main parts
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Begin Button
This is where all cases in ArtEx start. PC2 to open the Extraction Finder

Extraction Details and RTX Options
This will show the name and path of the Extraction and presenSlveand Close Extraction options

Menu Buttons
This is how to access Save Report, Settings and the About s¥i@menan also launch other DoubleBlak tools

Epoch and Mushy.
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Time Bar Options
The Time Bar controls the time period being viewed within ArtEx. It will be covered in much more detail lat

Next, are the Tabs which is where you will find all the important dette. tabs are context sensitive and
may come and go depending on the data you are working with.
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Welcome

This userguide.

Device
The Device overview such as IMBipne number, Accounts etc.

Apps
The Applications installed on the device.

Keychain
The keychain associated with the device.

Contacts
The parsed contacts from the device.

TimeLine
The events that occurred within the selected timeframe (and selected parsers)

Chats
A Chat view for selected messages.

Gallery
A Gallery view for selected media items.

Locations
A dedicated Locations screen.

Directory
A directory view of the extraction.

Each tab will be covered in more detail in its appropriate section.
Finally, there is the Right Pane, minimized against the right side of the screen.

The Right Pane is used to show anything you open. For example, if you open an Image, it will open in the
Right Pane. If you open a database, it will open in the Right Pane. And so on.
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The first icon relateto the size of the Right Pan&he darker area in the icaelates to the sizef the
right pane

It can easily be switched between minimized, 25% of the window or 50%. You can also drag the
whatever you wish.

This will close all open tabs in the Right Pane.

This will show the Report Elements.

This will open the Directory Viewer at the path of the file being viewed.

This icon will open a drop downenu showing the files you have recently had open in from this
extraction allowing you to quickly reopen them.

Console View will show some of the details being logged by ArtEx. This is primarily used for trou
shooting.

B CR X
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Setting Up

The firsttime you run ArtEx you will be prompted to decide how you intend to use it. Either on or

offline.

ArtEx does make use of an internet connection and is the preferred way to use the tool. Specifically,
parsers can be automatically checked and updated, maps casdiband languages translated if online

(with paid licence key)

Options exist for offline use too, although they are notasvenient

Localization Default Template
Date Format  yyyy-MM-dd ~ None

My Parsers

' File Locations
Default Temp Locations
C:hUserstiwhifOneDrive \Documents At Ex Temp Browse
l Locations Database
C:\Users‘iwhif'\Desktop At Ex 2" At Bx 2'bin\Debug\net 6. (+windows\\Locations Database sqlite Browse

C:\Userstiwhif'"OneDrive\Documents'\MyParsers Browse

DLLs General
@ @ Check for updates on launch [C) Show Directory View Thumbnails

[C) Check Parser Eligibility () Run Apps by Default
B Aways Process Keychain
B Guess Date Fields (SQL)

) Use Advanced 5GL Reader Locations

DLaegreﬂtr‘t,l:_i:t.lslilal_"Ls () Hide Progress Window [CJ Parse Locations by default
() Run OCR on Images (J Draw Smal Maps
() Aways Create RTX () Prompt for Tile Grabber
B Include Opinion Notes () Large Tie Cache
Cell Networks

Manage My Parsers Import Cell Tower information (GPS, Beamwidth, Azimuth etc) from sources such as OpenCelllD or the cell provider to

map cell tower connections.
View Installed Parsers Import Cell Tower Data

Check for Updated Parsers

WWW.DOUBLEBLAK.COM Cancsl Save

Manage My Parsers
View My Parsers. More about My Parsers can be found later in the manual.

View Installed Parsers
Show the currently installed parsers.

Check for Updated Parsers
Check online for new or updated parsers.

Localization
Date Format Select the way you want the date to look.

Default Template
Select the default template that shoukuitomatically load when a device is parsed

File Locations
Default Temp LocationWhere can ArtEx place temp files?
Locations DatabaseWhere is the Locations database for storing MapTiles?
My Parsers Where to store My Parsers?
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DLLs
Target: DragindividualDLLr DLL Packagégre to install new parsers manually.
Folder: Click to open the DLLs folder.

General
Check for updates on launchAlways check online for software or parser updates.
Check Parser Eligibilifpfvhen opening an extraction, check which parsers will run against it.
Always Process Keychaii\lways process the keychain if available.
Guess Date Fields (SQlLp SQL Viewer, attempt to recognize which fields are date stamps.
Use Advanced SQL Readér wdzy ! NII9EQ& Odzad2Y | RAGFYyOSR {v][ O2RS ¥2N
Hide Progress WindowMinimize the progress window by default.
Run OCR on Image#lways process images using OCR.
Always Create RTXAlways create an RTX when processing.
IncludeOpinion Notes. Show the opinion notes;g. Information provided by parser author.
Show Directory View ThumbnaitsShow thumbnails in the Directory View.
Run Apps by DefauttAutomatically run the App Parser during initial processing.

Locations
Parse Locations by defaultAutomatically run the Locations parser during initial processing.
Draw Small Maps When drawing maps, draw smaller maps in the timeline.
Prompt for Tile Grabber If ArtEx is offline, do you want prompted to manually download map tiles?
Large Tile Caché/Nhen processing map data, this option will download more map tiles than needed.
it takes longer to begin with but will begin to pay off as the cache increases.

Cell Networks
Import Cell Tower DataAllows you to import cell tower information for mapping connected cell towers.

Installing OCR

OCHnN ArtEx utilizes Tesseract, an Open Source OCR Ehttps/{github.com/tesseractocr/tesseracj.

It is not bundled with the application itself and requires downloading from github

https://github.com/tesseraciocr/tessdata_fast.

Once downloaded, theessdata_fastmain.zipfile should be dropped into the Target area of the settings screen
normally reserved for DLLs.

DLLs

L=

©

Drag ArtEx DLLs
here to install
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Opening arExtraction

Regardless of the type of extraction you have, start by pressing@",; button to open the Extraction
Finder

The Extraction Finder has several tabs for opening different types of extractions.

@ Rrxcase (E)Achve [ AdExtraction (7)) Backup €1 Foider [ ) File [iy xLs [if] Compare
rl Find File
| | (Bmwse_)
Temp Folder
IC:\Users\iwhiﬂDocumenB\AﬂExTemp I ‘ Browse )
Flle Recent Extractions
Open a previously & iPhone
savsd RTX ﬁ|e Ckat_e‘i Al 81\\leE;TmmE)D§sI;tFoglgFEDWelth 12 Pro (d53pap) 2023_04_20 (001)\EXTRACTION_FFS
B by BrtEx - - Last Viewed : 2023-12:26

‘ Cancel ’ ‘ Open

RTXCA f S& | oWl DB fovdiadfét 2eembering parsed extractions.

8 RTXCase

@ Archive Archivesare the typical ZIP and TAR files from most extraction tools.
Archives can also be used to read UFDRdiMste that ONLY the files will be accessed. T
parsed data within the UFDR is not utilized.

@ AiExtraction | ArtExtractionA & ! NI 9 EQa 2 ¢y focx@nyigtih@tdalbzoien dedidesviaR
SSHThis screen can also be used for creating iTunes Backups of a connected iOS de

@ Baclap Backupallows you to read encrypted or unencrypted backups from iTuneppssuch as

3uTools
=1 Folder Folderallows you to process the contents of a folder as though it was an extraction.
ID File Fileallows you to process a single file as though it was part of an extraction.
I@] XLS XLShas several scripts for making XLS documents into databases that can be parsed
ArtEX.

ﬁD Compare |Compare creates a list of files on the device, tables in databases and fields within tablg
can then be used to compare against another device.
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RTXCase

we- FAESa INB {v[AdGS RIrGrolrasSa GKFIG aG2NB AYyF2N¥IGA2Y
thumbnaik. Utilizing RTX is an optional featuredtiow faster reloadingf an extraction

N @ RTxCase (®) Achive [} AtExtacion (B) Backup €1 Foder [) File [ Xt (I Compare

Find RTX

| [(Bowse ]

Temp Folder

[c:UsersiwhifiDocuments WrtExTemp

RTX RecentRTX

n a previously
RTX file cféated
b X &

| [Browse ]

‘ Cancel ’ ‘ Open ’

The RTX tab has a simpléerface consisting of only 3 paths.

RTX File The path of the RTX file you want to open
Temp Folder The path that ArtEx can use as a scratch folder.

Recent A list of recent (and accessible) RTX files. Note that loading a Recent file will saentne
Temp Folder as was used previously.

Archive

Archivesarethe main type of extraction you will encounter. ZIP, TAR and UFDR are supported.

8 Rrxcase () Achve [} adEsracion () Backup € Folder [) Fie [ xS (I Compare

I] Find File
l &)
Temp Folder

[C'\Usefs\iwhmDommenIs\AnExTemp I
File Recent Extractions
n a previously & iPhone
RTX file cféated gl\mmm:g:gﬁo Apple iPhone 12 Pro (d53pap) 2023_04_20 (D01\EXTRACTION_FFS
Bab! X A Last Viewed : 2023-12-26

‘ Cancel ’ ‘ Open ’

The Archive tab also has a simple interface consisting of only 3 paths.

Find File The path of theExtraction Archive file you want to open (ZTRARor UFDIR
Temp Folder The path that ArtEx can use as a scratch folder.
Recent A list of recent (and accessible) Extractions. Note that loading a Recent file will use the same Te
Folder as was usquteviously.
10
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ArtExtraction

The ArtExtraction tab introduces a few new options.

As mentioned earlier, ArtExtractias used to connect to a jailbroken iPhone/iPad via SSH and can be used to
either extract the device or connect and process in real time which is great for research purposes.

The default LocalHost IP address, Port and User Credentials are loaded with the assumption you will be using a
SSH Tunnel via a tool such as 3u Tools.

It is possible to run ArtExtraction over Wifyi entering the appropriate IP Addre$ait it is considerably slower.

ArtEx also includes instructions for jailbreaking and setting up for SSH altAotkgtwill not perform the
jailbreak.

— RTXCase [=] Archive D ArtExtraction @ Backup T Folder D File B XLS ﬁﬁ Compare
| IP Address Port User Password
| 127.0.01 H 22 H root H alpine H Reset_)‘ Savad_)
I Is your device checkm®8 compatible? Yes Mo  Compatibility Chart
ArtExtraction
onnectfo a live
‘device via SSHfor
¢ ion or Live -

n (Device
[ Test Connection [B Live Connection [3# Full File System Extraction || (@) Backup
Temp Folder

|C:\Users\iwhiﬁOneDrive\Ducuments\ArtExTemp H Browse )
' Cancel ' ‘ Open '

Either enterthe IPAddress, Porand CredentialandpressTest Connection

Alternatively, select the appropriate connection from t8aveddropdown menu.

Assuming the connection is successful, the button will -1and the By trecomecion gy ¢f B FullFie Sotem Exvacion
button will become enabled.

Use the B wecemeason 19 process the device in real time thre B utfiessem e 1 save the extraction.
The Temp Folder path is used to specify the path that can be usedcaateh folder.

More information on ArtExtra@eon can be found later in the manual.

Creating & iTunesBackup
Use theBackupbutton to search your computer for a connected iOS device.

Assuming the device is found, it will be listed in the Connected Devices window. USestfiitton in the top
right to search again.

11 i
www.doubleblak.com AMEx User Guide
February2024



Connected Devices 1 device(s) found - Scan

-

lan’s iPhone
040c85e4bc1209c90450a993f6a29a57c 1bdc1ed

iPhone X -i0516.7.10

@) start
Select the device you want to extract and pr&sart.
ArtEx will prompt for the target location to save to.
GKS RSOAOS KIF& | oFO1dzld LI aag2NR aSiz &2dz gAft

ArtExtraction
Qonnecﬂo alive

g%:ce via SSHfor

extraction or Live

-
4
-~

ami n (Device
- must be jailbroken) -
] ; 7 Y]

RTXCase (=) Archive | ArExiraction (@) Backup T Foider [ Fie [ %8 (7] compare

Connected Devices

device(s) found - Scan

lan's iPhone
040c85e4bc1209c30450a993f6a29a57c 1bdc1eb

m

iPhone X -i0816.7.10

(A) stan

Password 1234

Set Password Continue

No password is set. It is recommended to enable a password to get more data.

)

Pressingset Passwordvill set the password, or pressii@pntinuewill start the extraction without a password.
The backup will begin

ArtExtraction
Qonnectﬁo alive
g’%fni'ce via SSHfor

extraction or Live

-
o
£

ami n (Device
- ml‘lstb ilbroken) -
] ; 5 .

RTXCase [=] Archive L ArExtraction (7) Backup 1 Foider [ File [i} x18 [I[] Compare

Connected Devices

device(s) found - Scan

lan's iPhone
040c85e4bc1209c30450a393f6a29a57c 1bdc1ef

m

iPhone X -i0516.7.10

@) start

®

(

Backing up...
-

Cancel

6%

)

Whenthe extraction is completed, the data will begin parsing.
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Backup

Backup will accept encrypted or unencrypted iTunes backups.

B Rixcase () Achive ) AtExtacion () Backun 9 Folder [} Fie [ xts () Compare

}
Find iTunes Backup )
) S
Temp Folder

[c\UsersiwhifDocuments ArtExTemp ]
iTunes Backup  sacupPasswore ,
9penaniTunes i | (orowse ) ( TestPassword )
" Backup oo f RecentiTunes Backups !

J
A

‘ Cancel ’ ‘ Open )

FindiTunes Backup | The path of thebackupyou want to open
Temp Folder The path that ArtEx can use as a scratch folder
Backup Password The password required to decrypt the backup OR the path to a dictionary file.

Recent A list of recent (and accessible) Extractions. Note that loading a Recent file will use the same
Folder as was used previously.

Notes

if found, the[2! icon will change to a green tick (or a red cross in the case of failure) and the case can then
be loaded.

1 The default password of 1234l be tested without prompting.

91f a UFD file is presemtith the same name as the extractipthe password will be used without prompting.

1 The password will be remembered in the future if loading a Recent Case.

Folder

Using he FolderTab allows you to point ArtEx at any folder on your computer and read the contents as though it
A& Iy SEGNI Ol A 2y dmattektSo mudithéhis Fased LI 1 Ka R2Yy Qi

RTXCase [S] Archive L) ArExvaction () Backp ©1 Folder |7 File [i) xts [ compare

Find Folder .
[ | (orowss )

Temp Folder

[ciusersiwhifDocuments\ArExTemp | ( Browse )
F0|del' Recent Folders

pen allfiles ina
cific folder (ie. a
1 ontaining. - -

' Cancel ' ' Open
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For example, as long as ArtEx finds a file with the name it understands, it will parse it as though the extraction is
intact.

This can be great faunning parsers against a specific few files, or for quickly loading a collection of files.

Find Path The path of the Extraction folder you want to open.

Temp Folder The path that ArtEx camse as a scratch folder.

Recent A list of recent (and accessible) Folders. Note that loading a Recent Folder will use the same T
Folder as was used previously.

File

Using the File Tab allows you to point ArtEx at any single file on your computer and read the contents as though
Al Aad Iy SEGNIOGAZ2Yy® atkIBthstdSeOAFAO LI 6K R2Say Qi Y GdSNI

RTXCase (=] rchive | ArEswaction (@) Backp T Foider [ File [ xis (i) compare

rl Find File .
| &

Temp Folder .
1)

[cusersiwhifDocuments AHExTemp.

F|le Recent Files
Open a specific file (ie.
'*sqlite orplisfy

As with the Folder extraction type, as long as ArtEx finds a file with the name it understands, it will parse it as
though the extraction is intact.

This can be great for running parsers against a specific file, or for loading a single files.

Note thatloading a SQLite file will also incorporate the VifAdresent.

Find File The path of the Extraction file you want to open

Temp Folder The path that ArtEx can use as a scratch folder

Recent A list of recent (and accessible) Files. Note that loading a Recent File will use the same Temp
was usedoreviously.

XLS

The XLS tab gives the option to convert XLS Spreadsheets made via reports in other forensics tools and convert
them back into a database for processing.

14 i
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RTXCase [=) Archive D ArtExtraction @ Backup T Folder ID File @ XLs D‘D Compare
f\
rl Original Saurce | ~|
XLSX Source File [ | (erowse )
Date Format Note. Timezone assumed to be LITC

XLS COI’]VGI‘[BI’ | Read Columns |
Convert XLS files to
S%he for analy8is in
R AfEx
-
-
D

e

. ‘ Convet XL to SGllite |

It like goes without saying, bug importantto note that the databasgenerated will be limitedo only the data
from the spreadsheet.

As an example, if you have a Cached Locations spreadsbeefxiom, you can convert it back into a Cache.sqlite
ZRTCLLOCATIRQ table forprocessingn ArtEx.

= I I o
RTXCase (=] Archive D ArExtraction @ Backup 1 Folder |D File @ XL8 [ Compare
A
Original Source |RoutinediCache.sqlie ZRTCLLOCATIONMO] -]
XLSX Source File |ElCASES\CEse'I234\DD747974'1245211281222'CachedLﬂcahﬂns xlsx ‘ ‘ Browse
Date Format Note. Timezone assumed to be UTC
XLS Converter Fead oarms |
Convert XLS files to Reaurod Feid L5 ot
. * equired Fiel umn
ite for analy&is in
L AMEX K
3 ZLATITUDE -
L
& o ZLONGITUDE "
L &
T ZHORIZONTALACCURACY v
4 * FTIMECCTAMD. [ 1
| Convert XLS to SQLite ‘
t Cancel ’ ‘ Open

Original Source Selectthe appropriate source that you want to convert the spreadsheet back into.
Source File Thepath to the XLS file.
Date Format The date format used in the XLS file.

PressRead ColumnsThis will populate a list of table colummhich areequired. Use the dropdown list to select
the equivalent column from the XML file.

PressConvert XLS to SQLite attempt conversion

Upon completion, the file will be automatically parsed and will ap@eaaRecent File

Comparson

The Comparéeature is designed to identify differences between extractidiswever,it is NOT designed to
identify differences between contents of the extraction.

A use case for this could be to compare the SQLite schema of a database.

1 Does the database exist in both extractions?
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1 Do both databases have the same tables?
9 Do all tables have the same fields?

RTXCase (=) Archive || ArEstraction () Backup €1 Foder [ ] File [y xas (I[] Compare
- = Extraction Comparer is a beta feature for comparing SQLite schemas between i0S A
| | | Extractions.

To inititate this feature, open an extraction as normal and got to the Directory View.

XLS Con\rener From here, press the Comparer button to open the comparer tool. Enter the name of the file(s)
Use the Comparison or file extension(s) you are interested in.

Tool on Pre"'i‘?ﬁs'Y For exmaple; enter "photos sqlite” if all you want is to compare the photos sqlite database; or
Com parisdn - enter "sglite” if you want fo compare ALL .sqlite databases. Seperate multiple values with a

vailable in ~ tomma.
View)

ie. "sqlite, .db, .sqlite3"

Press "Create Database" and give it a name.

Lanch Comparison Toal

=) )

The Comparison Tool is explained in greater detail late.

Drag and Drop

Most extraction types that ArtEx supports can also be opened by Dragging and Dropping into the main
window.

Supported Extraction typder Drag & Dropnclude;

9 Archive
1 Backup
1 Folder
91 File

Initial Processing
Whatever type of extraction you open, the initial process is near identical.
Step 1 : The file system is identified and mapped out.
Step 2 : Parsers are checked to see if they are relevant. (if selected).
Step 3 Device Details / Contacts / Keychain and Locations (if selected).

No timeline parsers are run at this stadéis results in a fast initial processing time but means that
additional parse time will be required during examination.
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Starting an Examination

In this section, we wilitart at the point that an extraction is opened amdbrk through the various tabs

within ArtEx and look at each in depth

Device Detalls

This tab will show the overview the extraction you have open.

It includes important information such as tibevice Name, Model, SIM and Account information and settings etc.

B Atk
This Is’s iPhone
J ‘Begm ’ l

M:\Exiractions|iOS\0S_16\Extraction|UFED Apple iPhone 11 (N104AP) 2024_01_23 (00T)\EXTRACTION_FFS 01\EXTRACTION_FFSzip

2@ @

“ave C Save Report  Setiings
Time Frame To ] Duration TimeZone
‘ Run | ffiH Custom \znzun 70000 -] (2240124000 5+ snapto Hour 7Days T B0 Ensiem Tre (05 & Canadal.
‘ 34 Welcome! ' Device A ops £ Keychan @) cortacs () Timelne @ Locatons 1 Drectoy
] 3 g data_ark plist
‘ This Is’s iPhone
‘ iPhone OS 16.1.2 (20B110) SystemVersion plst
Accounis Settings
Apple D Accounts3.sqlte Message Retention com.apple MobileSMS.piist
‘ thisisdfir@gmail.com Forever
iCloud Accounts3.sqlte FindMyiPhone Enabled com.apple.icloud. findmydeviced. FMIPAccounts. plis
thisisdfir@gmail.com True
Subscribers CeluiarUsage.db | | Location Services State com.apple Jocationd.plist
Last Updated icco MSISDN True
‘ 2024012214648 B901260071148676693  +19195794674 Setup Method comapple purplebuddy.pist
[T SetupUsingiTunes
iPhone 11 Numbers TimeZone ocattime
‘ iPhone12,1 IntenationallobieEquipmentidenty mobleactivafiond.og.1 LA":‘EE"CE"’N:"‘:—‘("“"‘ e
N104AP 253985100845978 astComputerBackuphiame data_ark plis
UniqueDevicen mobteactatonaiog 1 | | DESKTOP-AHCPIQO )
00008030-001259123E50802E C‘Frraﬁer imezone com apple preferences datetime.pist
SeriaNumber i Jog.1
F4GZO8TANT2N o
MobieEquipmentidentifier mobileactivationd.log.1 == WLLELE £ NSERTRARET =
5308510084597 wiFi etworkinterfaces.pls
temationaliobieEqupmentsntsy2 robactisionaiog | | BEGLAOTELAAT ——
253985100962591 emet Adapter (en Networkinterfaces. pli
Agvertsig D conappe.sagertres it | | BAGHACTED2FG I
% g emet Adspter (en2 etworkinter faces.ps
1AF8CE3D-7379-49C6-AC87-F9D760B7EF8B SAGA40T9D2 06
Important Dates -
Device Viipe containermanagerdlog.0 iCloud Photos - .
2023-07-01 16 16:01 (-4:00) I:Fc;‘$ﬁ and Keep Originals com apple. mobieslideshow. pist
Last KnowledgeC E knowledgeC db
;024%15253 10 2625 (-5:00) e iCloud Photos Enabled cloudServiceEnableLog.plist
aron tssaacso ) | e
Bootstra bootstrapped
202?»07 01 16:15:27 (-4:00)

Any importantvalue can be copied to clipboard simply by clickin@itking the filename will open the file in the

Right Pane.

Apps

This tab will list the applications installed on the device. It can be run automatically during the initial process or run

separately afterwards.

& viecome! B Devee - £ raron B comaes () Tmetoe G Locatons 9 ovoctoy
142 Applications e[ ]
AlexisBarreyat.BeReal
Version:1.21.4
BeReal. S
=
il '589E-A26D48E1-50FCLCISIFDBAGDS.

ch. plotcnmall protonmail

Version:4.10.
54 AGY146IAAFIF D' =

sandbe 26/ 13
ch.swisscows.messenger .teleguardapp
Version:32.1
Bundle:/private/var/containers /Bundle/Appiication/EC115806-A4 7TB-4344-A832-AA70BD0983 3E/ Teleguard app el
Sandbe 11782855EE
ch.threema.iapp
Veon5.72
Eﬁwzuan (Threema app
< co. alphaexploratlon clubhouse
> Version:24.07
DAABABIFFB BF9-65Ct B394

co.babypenguin.imo
Version:7.2.22

=

L AFALAFRT A-SNNCINFERR /amn 2 —1
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By default, all Apple Native applications are hidden. These can be shown by turning on the Apple button next to

the Search box.

Searching installed Apps is possible by typing in the app name in the top right cornemonttosv.

91 OK

F LILX AOFGA2Y GAff
clicked to jump directly to the appropriate folder in the Directdfigw.

a

K2 g

Bundle:/private /var/containers/Bundle/Application/579F 20A4-2A3E-4171-A544-BF4AAEB4 33AF /Al Trails.app
/70AAF121-E0E5-4962-95F9-E4DAB4CCEE48

AllTrails
Version:17.10.0
Sandbaox:/private

/Containers/Data/Appl

Health amp: Finess

| [&] Extract Bundle

| [&] Extract Sandbox ‘

Al & Sardioyath: Thése pathi danybe Y S |

a

*Note that in cases such as Backups where the path may not be available, ArtEx will either make the link inactive,
or will navigate to the equivalent path within the backup.

Each application also haa Extract button which allows you to save the contents of the Bund®amdbox

directly.

Note that the icon is derived from thienages on the extractioand may appear indd colours.

Contacts

Once an extraction is parsed, the native contacts willlisplayed in this table.

L el B Dees A s & rerrn B coraem (%) Tmetine G Locaters £ Oimcay
] L X
o Gt GO BT ] Sores
a Liz Mobile - +1 (919) 208-4530 2023-04-24 559 PM 2023-04-24 5,50 PM addressbook sqlite [ABPERSOM
This DFIR 2023-04-15 2:00 PM 2023-04-15 2:00 PM addressbook sglite [ABPERSOM
a This Is DFIR Two. Mobile - (815) 288- 7386 2023-04-15 2.00 PM 2023-04-24 558 PM addressbook sqlite [ABPERSON
Home - thisisdfstwoiigmail.com
a e This ks DFIR 2023-04-15 2,00 PM 2023-04-15 2.00 PM addressbook sqlite [ABPERSOM
8 - This Is DFIR Two Mobile - (919) 885-7386 2023-04-24 559 PM 2023-04-24 5,50 PM addressbook sqlite [ABPERSOM
Home - thisisdfimwo@gmail com
a Thisls DFIRThree Home - thisisdfithres@gmad com 2023-04-24 559 PM 2023-04-24 550 PM addressbook sqlite [ABPERSON
Thom DeFar Mohbile - (918) 302-7080 2023-04-24 559 PM 2023-04-24 550 PM addresshook sqlite [ABPERSOM

If the contact has an icon, it will be displayed. If there is no icon associated to the user, ArtEx will cragmgne
the initialsof the contact

Note that parsing a communications app such as Discord or Snapchat will result in additional contacts being added

to the Contacts tab.

Users can be searched using the textbox in the top right corner of the window.

Selecting and Deselecting Contacts will alter which contacts are included in any subsequent report.

Blocked 2y (I Ol &

gAtt

08

AaK26Y |

a

. ft201SR bdzyo SNE

2NJ a.
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TimeLine

The TimeLine is the main feature of ArtEx. It allows you to view all processed data chronologically to easily see how
artifacts interactand overlapwith each other.

For example, you can see when the device receives a notification, the display illuminates, the user opens the chat
application sends a reply. Each step leatemark and ArtEx will show you this data.

The TimeLine tab is dependant on the Time Bar options at the top of the screen and we need to go over these in
detail.

PP @ 9 9@ ®

Qrun [ - rc::m |znzms4:1mm -] Tm{swtmm gv SrwhHoa i Tmﬁr‘;wuwm v
1 ¢ Run Button 6 ¢ Snap to Hour
2 ¢ Times of Interest (TOI) 7 ¢ Save Time Frame
3¢ Time Frame 8 ¢ Duration
4 ¢ From Time 9 ¢ Time Zone Setting
5¢To Time
Run Button

Reprocess the case with the néiwme or parsersettings.

Times of Interest (TOI)
Set a Time of InteregtExplained in more detail later.

Time Frame
Select a predefined time frame dzOK! f1fa WA YSé X a¢KAa. a83gU&Ke 2NJ

From Time
Select a customtart of the timeof the timeperiodyou want to view.

To Time
Select a custom endf the timeof the timeperiodyou want to view.

Snap to Hour
Snap time periodo complete hours or allow minutes.

Save Time Frame
Save the time settinépr this case

Duration
The calculated duration between the Start and End timestamps.

Time Zone Setting
The Time Zone Setting in use.

Most of these are seHxplanatory, but some require further explanatiamich will be covered shortly.

Generally, once a device is parsed, the time period will default to the last week of data before the extraction
occurred. However, there are caveats to this and it may not occur every single time.
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Theleft side of the window will show the list of available parsers.

b2GS GKFG AT
during the initial parse to verify what files exist on the extraction and which parsers will be able to run. For
example, if no Snapchdtta files exist on the extraction, then the Snapchat parser will not be present in the list.

82dz K @S GKS a/ KSO1T F2NJt I NESNJ 9t AFAOAL Al

However, if you have this option turned off, you will be presented with all parsers, regardless of whether the data

files exist or not.

The Parser List contains several parts;

[~ —
=

ALL- |

m

1l

il
4

X |

X
» |

Activity

? Health Activity

Applications

X
>

B8 Installed Apps

aE

Device XA
D Battery

[:J Buttons

- Camera Use

CarPlay App Usage

((;.;)) Data Usage

@ i0S Updates
Passcode Change
Plugged In

Power Events

PowerLog Speaker

Ringer

mEC e

At the very top aréicons.

The firsttwo =7 will expand or collapse gtlarser groups.

-

The secondwo = == will select or deselect gllarsers.

The Final icon will allow you to save the selections you currently have as a template for qui
selection in the future.

© A Hide Graph

Save Selections

Delete Template  »

power

These templates are referred to on the Settings screen and allow you to choose a template
parse by default.

The second tool bar row containgdeop-down menu for selecting parser type

@ My Parsers

There isalsoa search box, allowing you to search for the name of the parser you w
to find along with a Clear Search button.

The parsers are arranged into groups and each grougthias/n Header bar.

Device XA

The Header bar contains the name of the group onléfteand the expand/collaps&
button on the far right.

Clicking on the header title will select all parsers in the group and clickir Xthe
button will deselect all parsers in the group.
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Lastly, each parser has its entry which can be selected/deselected by clicking. Th:

is colour coded as follows;

((M)) Data Usage

White = Unprocessed parser.

(((-))) Data Usage

Gold = Currently highlighted parser.

MDahUsage

Blue = Selected parser.

((M)) Data Usage

-/ 0 Records

Light Blue = Disabled parser.

CarPlay App Usage

No Data

Light Red = No data (ie. Files do not exist)

e Edge History

Emor

Red = Parsesrror.
This usually occurs due the source file not being as
expected.

Some parsers have additional options, as seen by the ellipsis on the right side of 1

button.

6’ Apple Pay Location

The ellipsis will open mini menufor that parser

Minia Sy dzQ &

f
f

GeLAOrtte O2yil Ay 2LJiA2ya a

Show Media Show the thumbnails of media files.
Map All/Map<200m Create a map for ALL location records or just those w

accuracies better than 200m.
1 Show CourseShow Course/Heading information on the drawn map.
1 Add PasswordAdd a password or password list for the specific parser.
1 Allow Download; Allow ArtEx to go online to download mediat cannot be
found on the extraction.

Run ArtEx

Once you haveedected the appropriate timeframeand parserghe that you are interested in, press tI

button from the Time Baand ArtEx willbeginprocesing.

The first time a parser runs, the entire data source is processed. This may take some time depending on how
much data there is. The datadached howevefor faster use in the future.

Note that although the entire dataset is processed at this tiordy thedependant filesmneeded for the selected

time period will be processed.

For exampleif processing Photos for a 1 month time period, the entire database will be processed, but only the

single month of images will be processed.

If you thenchoose toprocess a different monthglthoughthe database does not need to be processed again, the
new images will band therefore,additionalprocessing time may be required.
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The TimeLine Graph

If your time period is less than 32 days, your parsed data will be showGam#chart This view allows you to see
all activity for the selected parsers in a quick, visual way.

©QQ @00Q O ¢

[l < > sElola ]

-
T0%
D 0%
Bafery Lavel iﬁ: 2023-04-10 22:30.00
30%
20%
10%
0%
[ 2023-04-11 2023-04-15 2023-04-19 2023-04-23 2023-04-27 2023-05-01 202305+
Plugged In * i |
W Pluggedin Unpiugged | [ll State Check - Plugged in State Check - Unplugged
Backlight
@ “ O W Baougnton Bacxugnt Pt I-l
1 ¢ Hide Graph 6 ¢ Graph Zoom
2 ¢ Change Layout 7 ¢ Graph Reset
3¢ Nudge Time Period 8 ¢ Save Graplo Report
4 ¢ Show Time 9 ¢ Copy toClipboard
5 ¢ Auto Apply
Hide Graph

Show or Hide the graph pane.

Change Layout
Change the layout between Horizontally or Vertically staghaues

Nudge Time Period
Change the selected time perio#l.dngle arrow < will nudge forward or backwards 1 howhereas adouble
arrow & will nudge forward or backwards by 24 hours.

Show Time
Turn on or off thered line and time label shown on the graphyemi move your mousaround.

Auto Apply
ArtEx will automaticallyun after any changes applied to the selected time period. With this turned off, you are

required to pres:oR“” after any change.

Graph Zoom
These controls allow you tmam in or out of the Graph image.

Graph Reset
Reset thezoom level of the gph imageand recente it.

Save Graph
Add the graph imagas a Report Element.

Copy to Clipboard
Copy the graph image to the clipboard.

As well as the buttons listed above, the graph can be interacted with in a number of other ways as well.
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Single Left Click
<roll the table view to the closest record chronologicédlthe selected time on the graph

Left Click & Drag
Set the Timd eriod using the graph. Left click sets the start, letting go sets the end.

Left Click & Drag on Parser Nartg/Down
Will allow you to reorder the parsers in the graph.

Mouse Wheel
Scrollthe Time Period. hour forwards or backwards.

Mouse Wheel + Cirl
Zooms in to the selected time. 1 hour is added to the start time and subtracted from the end time.

Mouse Wheel + Shift
Will zoom in/out of the graph image.

The TimeLine Table

Regardless of the length of selected time period, the Time Table will show all records chronologically.

ofelolo 99 @ 99999

B @l =3] Bl HE
1 ¢ Deselect/Select all records. 7 ¢ Filter Text
2 ¢ View Settings 8 ¢ Add to Filter Text
3-0CR 9 ¢ Filters & Conditions
4 ¢ Translation settings 10¢ Clear Filter
5 ¢ Show/Hide parser results 11 ¢ Filter Locations by accuracy
6 ¢ Search 12 ¢ Filter media by descriptors

Deselect/Select all records
Causes all visible records to be either selected or deselected.

View Settings
Change the view settingghich includes either viewing ONLY the selected/deselected or changing the font size.

Translation settings
Translates the parsed messages.
Note that this requires additional configuration which is discussed later.

Show/Hide parser results
This option will allow you to turn on/off specific parsers from the table view similar to turning items off from the
Parser List. The record will be removed from the table viewnotifrom the graph.

Search
Search the Timeline Table faspecific word.

Filter Text
Filter the Timeline Table by a specific word.
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Add to Filter Text

Pressing th“’ button will add thecurrent Filter Text to a list and allow you enteradher filter term. Using this
allows you to build a more complex filter

Filters & Conditions
This dropdown will include the mode of the filter and all the terms you entergdg the Add to Filter buttan

The very top item is the AND / OR operatéressing it will switch the search between
AND or OR conditions.

AND /OR

guns All other items are the search terms entered.

drugs

assault In the example shown, ArtEx is@Rmode and so the results will include any record th
includes any of the terms included.

Pressing the top item will change the modeAblDmode and so the results will only
include any records that includéd_Lthe terms included.

Pressing the term itself will remove it from the list.

Clear Filter
Clears all applied filtefsom the Text Filter list

Filter Locations byAccuracy

£ This filter allows you to remove location records from the timeline that have low

accuracy.

For example, selectintpe 656m from the list will remove all records from the timeline
that have an accuradyigher than65y 2 NJ N3 O2 NRa (Kl i R2Yy
information.

Note that use of this filter will also remove ndocation records.

Filter Media byDescriptors

{J- &-00-0- | This filter allows you to filtemedia itemsby using person descriptors such as Male or

Female, Adult or Child, Bald or wearing Glasses etc.
tKS&aS RSAONARLII2NE I NB olFlasSR 2y ! LILX SQ:

Note that use of this filter will also remove nomedia records.

The Table itself contains numerous standard columns including;

=A =4 =4 -4 A

Time Of Interest Indicator, The very first column will be coloured to reflect TOI information.
Selection State if the item will show in a report.

Icon- A graphical representation of the activity.

Start Time- The Start Time / only time related to the record.

End Time The End Time of the record (if applicable).

Activity ¢ A description of the record.
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1 Sourceg Details of where the record originated.

8@ 3

Icon StartTime:

s 20230419 181223 (UTO) CurentPowerlog PLSGL [PLBATTERYAGENT_EVENTBACKWARD_BATTERYUI - 1]

e 20230419 18:1228(UTO) 20230415 181316 (UTC) knowledgeC cb [ZOBJECT : 13]
s 20230419 181300 (UTC) knowledgeC.db [ZOBJECT : 145]
= 20230413 181316 (UTO) 20230415 181412 (UTC) knowledgeC db [ZOBJECT - 51]

e 20230419 18:14:12 (UTC) |2023ﬂ0‘-19 181716 (UTC) knowledgeC db [Z0BJECT : 160]
] 20230419 18:15:52 (UTC) knowledgeC db [20BJECT : 209]
1 20230419 18:17:16 (UTC) |enzm-19 18:20:40 (UTC) knowledgeC db [Z0BJECT : 167]
e 20230419 18:20:40 (UTC) 20230419 18:21:32(UTC) knowledgeC.db [ZOBJECT : 178]

e 20230419 182041 (UTO) | CuentPowerlog PLSGL [PLBATTERYAGENT_EVENTBACKWARD_BATTERYUI - 2]

] 20230419 18:20:41 (UTC) " # . CurentPowerog PLSQGL [PLBATTERYAGENT_EVENTBACKWARD_BATTERYUI : 2]
1062

Records

Depending on the type of record, it may also include;

1 MetaDatag Important information about the recordl'his could be anything such as location coordinates,
message group information, media descriptions etc.

1 Message Body, The message contents that were sent as part of the activity.

1 Media Previewg The image related to the record. This could Inéraage from the deviceor a map
generated by ArtEx to show the location record.

BB =3 ‘ _ =N — 1 -

lconStartTime

- 20230415 09:58:59 (4:00) to FileName : IMG_0002JPG
Original FleName : IMG_0006.JPG

Waiter: enjoy your
ey meal!

Me: you too
Album : My Shared Abum
Note : Unlikely taken with this device

Double Clicking on a cell may open the right pane.

76 Records

1 Double clicking on th#¥etaDataor MessageBodyellwill open a right pane with a breakdown of the
MetaData information for easier copying.

1 Double Clicking on thienage Previewcellwill open the media item up for interaction such as zoom,
rotate, export or OCR.

91 Double clicking th&ourcecellwill open the data source for the record; databases will open to the
specific record if possible.

TimeZones

Similar to all other forensic application&rtEx parses most timestamps as UTC. This UTC value is held as the
parsed records timestamp.

The timezone of the case can be changed using the dropdown menu in the top right corner of the screen. When
this is changed, the timestamps shown (in the table, graph and databases) will be shown in the appropriate time
zone.
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However, some records are not stored in UTC and ArtEx handles these differently to what you may be used to.

Records found in logs are often saved with Local timestamp information thabmagy not include the time

zone offset.

If the record does include the offset, then the parser will convert the timestamp UTC and all further calculations
in the Ul will be handled as though it was a UTC timestamp in the first place.

LT GKS NB

O2NR R2S8& b

h¢

Ay Ot dzR S

iKS

This will appear as a timestamp in the table withcal]written next to it

¢tKS GAYS

-

n StartTime

AaK26Y Ay |

o[ 201t 8

o p

NEO2NR ogAf ¢

within the chronology of the table should always be correct however.

Time of Interest (TOI)

2FFasSiz

GKSy | NI9E

YySOSNI OKFy3s

The Time of Interest feature allowsu to enter details aboua refinedtime period you are particularly
interested in such as the time of a crash or the time that a crime occurred.

Time Frame
; Custom

From

To

[o2305170200 @v| [2305171700 B~ |

New Event Time Close
elcom

Event Tile @ Cresh

h

—{  Start Time L

2023-05-17 02 00 [~
38C | End Time
Drog 2230517 1700 [~
rplan{ |Bue v L
splicy Create New | Delete 38| )

T U T Uy 00T ESETEN TIME TUS & Cansaar

Enter a title, select the start and end dates and choose a colour from thdgdieed list. Then presSreate
New. You will see it gets created in the list on the right.

CNBY KSNB:
right corner

82dz Ol y

GdzNy GKS ¢hliL

2yKk2FF

2N RSt SGS Al

The TOinformationwill be shown in several locationgesigned to make examinations easigrcluding;

Graph

The TOI will be displayed on the graph so that you can easily see the time that you are interested in and compareristo actio

on the device at tht time.

Crash|

12ho
20230517

U550 Exstan T 15 8 Cant

Backlight '
M sackighton [ Backiight off

Device Locked @
I Device Unlocked 1] Device Locked

Table

Tha

TheTOl willalso display as eoloured bar on left side of the table view to indicate that this action occurred during

the TOI event.
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% 20230517 13:23:52 (4:00) 2023-05-17 13:36:08 (4:00) Backlight On knowledgeC db [ZOBJECT : 24682]
@20230517 13:23:56 (4:00) 20230517 13:23:58 (-4:00) Device Unlocked knowledgeC db [ZOBJECT : 24662]
@] 20230517 13:23:58 (-4:00) 20230517 13:26:23 (4:00) Device Locked knowledgeC.db [ZOBJECT : 24668]
@ 20230517 13:26:23 (4:00) 20230517 13:36:04 (4:00) Device Unlocked knowledgeC.db [ZOBJECT : 24676]

Chat

If the timeline data you are viewing includes Chat MessadesChatab will appear and providenother way to
view the message dat

@Sﬂvechat —‘ : ’

~l

@_ Conversations
() Alow Mukiple Selections

92 [Thisls DFIR Two)
= ]

2 Messages

= +19198887386 [This Is DFIR Two]

,Q +12029789960 2023-05-09 20:00:24 (-4:00) - 2023-05-20 10:57:02 (-4:00)
0
95 413474487274 +19198887386

1 Messages
Tap 114062658264 iMessages!

essages

Tae 14152149003 Date Sent : 2023-05-09 20-00:24 (-4:00)

== Date Read - 2023-05-09 20-01:51 (-4:00)
95 415002952844

v +19195794674 [Owner]

95 +18337720138

R | Messoges

92 +18556460421

= 1Mm93339es 7386 Date Sent : 2023-05-09 20:03:03 (-4:00)
,‘ ;;Ilglqp [This Is DA Read State : Unknown

92 22000

Qi +19198887386
- ﬁﬁgg Yep. The Pixel is ready when needed.
,Q ?me Date Sent : 2023-05-09 20:04:11 (-4:00)
,q 32665 Date Read : 2023-05-09 20:04:48 (-4:00)
1 Messages
= 14308 +19195794674 [Owner]
R | Mossages
T 56
2 Messages
65082 Date Sent : 2023-05-09 20:07:41 (-4:00)
,Q 1 Messages Read State : Unknown
+19198887386
It's going. I'm in Season 4. | now remember why | didn’t watch this
originally.

Date Sent - 2023-05-09 20:10:12 (-4:00)
Date Read : 2023-05-09 20:10-21 (-4:00)

+19195794674 [Owner]

_. v

1 ¢ Conversations
2 ¢ Save Chat Pane
3¢ Chat Pane

Conversations
This pane will list all conversations found within the selected time period.

By default only one conversation can be selected at a time and clickingdheersation will load it into the Chat
Pane.

¢ KS OK 30V bdtifle Selections gAff [ ft2¢ &2dz G2 a8t SOG4 vYvdzZ GALX S O

screen consecutively.

Save Chat Pane
This button will allow you to save the current chat paoatents as HTML.

Chat Pane
This pane contains the chat messages which are part of the currently selected chat.
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Gallery

The Gallery tab will show media items from the timeline in a thumbnail view.

09 9 © ® ©

| Media -I Y Fiters - | Q ”\ HrdeDupIi(at:lmagu‘I Wm

oopie) eacrbon 76 Records
oy s 2 [ 5

Waiter: enjoy your Ficppy caks afe e Sesiie TEAM OF 1980
meal! s |

Me: you too

They died to become
the icon of saving

| DICTIONARY ATTACK!

ransomware
operator

encryption
event planner

1¢ Media Types 5 ¢ Grouping

2 ¢ Filter Options 6 ¢ Thumbnail Size
3¢ Search 7 ¢ Person Descriptor

4 ¢ Duplicate Options

Media Types
This menu allows you to refine the filter for the type of media being shown in the Gallery View. You can choose

to Show or Hide Photos, Live Photos, Vid&mseenshots, Attachments or images from Apps.

Filter Options
The Filter Options includes mofigers including items that include people, are part of a specific Album or
Moment or are believed to be taken with the device being examined.

Search
A simple search for specific text along with the Clear search option.

Duplicate Options
ArtEx can show or hide duplicate images.

Grouping
Choosenow to Group the messages. Options include by Day, Month, Year or Moment, Album or App.

Thumbnail Size
Choose the size of the thumbnail image.

Person Descriptor
Similar to thePerson Descriptor on the Timeline, you can use this to build a person description and filter the

images being shown.

Double clicking a thumbnail will load the image to the Right Pane.
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Locatio

ns

The Locations tab is a dedicated view for location @ate will show all items on one large map instead of the
thumbnail maps used in the timeline.

Locations parsing can take a significant amount of tif@ this reason, ArtEx given you the choice of running
the Locations parser as part of the initial decode or to opt to run it manually.

The Locations tab is broken into several panes:

@

@

O E) G sources + wxu, Radius: < 5m + [T QX

42856 Records [42856 Selected]

lcon StatTme  ~ EndTime Duration Detals L

° 20230515 CocheCache 5,
15:3245 (UTO) Locations]

° 20230515 Cache [Cache 5,
15:32557 (UTO) Locations]

° 20230515 Cache [Cache 5,
15:33:02 (UTO) Locations]

° 20230515 Cache [Cache 5,
15:33:03 (UTO) Locations]

e 20230515 Cache [Cache o,
153322 (UTO) Locations]

° 20230515 Cache [Cache o,
15:33:26 (UTC) Locations]

e 20230515 Cache [Cache o,
153330 (UTC) Locations]

e 20230515 Cache [Cache o,
15:3332(UTC) Locations]

e 20230515 CacheCache 4,
15:34:13 (UTO) Locations]

e 20230515 Cache[Cache 5,
15:3453 (UTC) Locations]

e 20230515 CacheCache 5,
15:3622 (UTC) Locations]

8 (P koo i i ] 4
20230515

8 (D 5z iro Cache [Vists Entry] 34
20230515 20230515 7

B (D 5o  Isddor 0982 Cache [Vists Enty] 34
20230515 20220515 7

8 (P s Iedsore V%2 Cache [Vists Enty] 3¢
20230515 20230515 . Local [Frequent

B (D e  eersor 0540 Locations Entry] %
20230515 20230515 , Local [Frequent

8 (D 5w Ieaser 0540 Locations Entny] 3¢
20230515 20230515 Local [Frequent

B (D e e 0540 Locations Enty] >

° 20230515 Cache =
16:1530 (UTC) Locations]

° 20230515 Cache [Cache 5,
16:15:31 (UTO) Locations]

e 20230515 Cache [Cache o,
16:1532 (UTC) Locations]

e 20230515 Cache [Cache o,
16:15:33 (UTC) Locations]

e 20230515 Cache 51
16:15:34 (UTC) Locations]
20230515 Cach

. Q Eth ke oy

«

2] @ Copy Graph

@)

RES |
2023.05-14 2023.05-18 2023.05.22 2023.05.26
[roTe—r——
=
I cache tons) M Cache st [

2023.05.30

Q&[] 6o () Radi Options + A (T) 3 Connect Locations

© OpenStrestMap contributors

selected Marker D D {3 ] 5

® OpenSureetilas contriutor

1¢ The Locations Table View

2 ¢ The Locations Timeline Graph

3 ¢ Location Main Map

The Locations Table View

4 ¢ High level overview
5 ¢ Selected Recor@loseUp
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lon | SatTime ___ « | EndTime Duration Detals Lattude This table view includes all Locations record within the
20231209 20231209 Local [Frequert . . . .
a 014929 (UTC) 163314 (UTC) 144345 Lot By 511718485 selected time period, including;
2312 Local [Frequent .
a A Locations Ba] 11718485 1  election State
20231212 20231213 Local [Frequert
2 21538(UTC) 210738 (UTe) 22520 poarill Eriy] O 1718475 1 Label
L Zome uTo e by 511718475 1 Start Time
2023-12-13 20231213 Local H B H
e 217020T0)  212802(Utg) 010 poartis iR LT f End Time (i&vailablg
20231213 Local . . .
8 DB ocalFrevert 150400 {  Duration (if applicable)
[ T Cache [Vists Entry] 511718478 7 Details (such as the origin of the record or MA
2023-12-22
] 892100 (UT0) Cache [Vists Entry] 511718479 id?trejs zt(l:_) »
2023-12-24 Cache [Cach
e Q 04:36:55 (UTC) mmo‘,‘;} © 511718478 1 Aal uae ongitude
2023-12-24 Cache [Cache ccurac
a 9 04:36:56 (UTC) (heas) 51.1718479 f y .
e 9 20231224 Cache [Cache ¢ 200 1 Speed (If available)
04:38:21 (UTC) Locations] . . .
e 9 amun Coche Cache 171007 1 Course (if available)
.30, Locations] : .
a 9 20231224 Cache Cache 51 1710079 1  Source ID (Typically the ROWID from the
04:39:33 (UTC) Locations] . database)
e 9 202312-24 Cache [Cache 51 1710475
DHS46 T Loceone) ' Parser name
e 9 20231224 Cache [Cache 1 1710475
04:50:42 (UTC) Locations] :
2023-12-24 Cache [Cache
a Q 04:50:43 (UTC) Locations] 511718479
20231224 Cache [Cach
a Q 04:53:59 (UTC) anatic[r(\:a‘; < sumeen
2023-12:24 Cache [Cache
a 9 05:01:11(UTC) Locations] 511718479
2023-12-24 Cache [Cach
L] 9 05:07:23 (UTC) anatio[rﬁ ¢ sue
23-12-24 Cache [Cache
a 9 oo Locations] 511718479
2023-12-24 Cache [Cach
e Q 05:08:21 (UTC) Cacheicache 5171047
2023-12-24 Cache [Cache
o 9 05:08:22 (UTC) Locations] 51.1718479
2023-12-24 Cache [Cach
o 9 05:08:34 (UTC) Cocheache 51171847
- M 231274 Cache ICache O
7174 Records [7174 Selected]

Switch Layoutill reorganize the view between horizontally or vertically stackades

Match Boundswill filter the records in the table to match the bounds of the map bein
viewed.

G’\} Sources ~

Sourceswill open toshow the Locations records that were found and allow you to tur
or off any of the sources.
o@

il

Each Source may have a ssdurce and each can be turneq
on or off independently.
Each item has 2 numbers next to it within parenthesis. Th
first number is the number of items withing your selected
time period. The second number is the total number of
records found.

153436 / 160038 Records

B Cache sqlite (137076 / 137076)

@ Local sqlite (782 / 816)

: - @Frequent Locations (556 / 590)

;@ Vehicle Events (226 / 226)

& @Photos sqlite (870 / 5770)
B Media EXIF (870 5770)

-8 cache_sncryptedB sqlite (12597 1 12597)
BWiFi Location (11635 / 11635)

i ~@Cel Tower Location (73 / 73)
BLTE Cell Tower Location (889 / 839)

B Thresbars.sqlite (2111 /2111)

@Biome Location (0 / 782)

KM, Radius: < 25m -

Radius Selectiomill filter the records being shown by their Accuracy value, allowing
to focus on just the higér accuracy records.

Select Alland Deselect Alwill select or deselect all records in the table.

The selection state of the records in the table will be reflected in the markers shown
the map.

Create Flipboolwill create an animated view of the selected location records and is
covered in more detail later on.

Export to CSWill export the contents of the Table View into a CSV file.
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(:,_) Label Markemwill include the timestamp of theecord on the map alongside the marke
: Only the records selected in the table vbi# affected. More details can be found shortl

I:lq x Search and Clearan be used to manually filter the table or clear the search.

The Locations Graph

The Locations Graph is functionally similar to the TimeLine graph.

L« » . {ij D_ECOPY Graph
i . 2023-05-05 2023-0509 20230513 20230517 2023-05-21
- - T 1 IHII L) .‘- = LI o ‘J
M cashe [Cache Localions] Cacne Vises] [l Local [Vehick Events) Losal Frequent Locatons] [l cache_encrypleds [41F1 Locaton]
®
&K » Nudge24hrs forwards or backwards.
This will affect the overall Time Period being viewed.
. Reset Viewwill reset the state of the graph.
£+ Add Elemenwill add the graph image to the Report Elements.
[ corverph | Copy Graptwill copy the graph image to the clipboard.

As with the TimeLine graph, you can use the mouse to refine the time period or scroll forward/backwards in time.
The Main Map

Q Q I:I Go @ Radii Options ~ ’ ® R Connect Locations

m Copy Map 5

-

/
/
g
»
Nt

/
J

#
© OpenStreetMap contributors

SHCY Map Zoomcan be used to zoom in or out of the map.
Pressing it once wiltemporarilyopen a slider for faster zoom controls
aal ]
v
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L Je| | Jump to Locatioriets youdirectly enter GPS Coordinatédecimal formatand
immediately jump to that location

(*) Radii Options - Radii Optionsallows you to change the opacity of the Accuracy Radius or hide it
altogether.
4 Highlight Markerwill draw an arrow to the record(s) you have selected in the Table V|
‘.‘} L) ~ Wby Speng
£

@\ 2 .
© Coursewill draw an arrow on the mafo indicate the direction of travel for each marke
on the map(if available)

= %

45 Connect Locations Connect Locationwvill draw a line between the Wifi and Cell Tower Locations found i
the Cache_Encrypted@atabaseand the temporally closest record from the cache.sqlit
database.

« LI

The initial reason for this feature was to
demonstrate why the cache_encryptedB record
could not be trusted as the location of the devid
at the time shown.

Te B
ALY £ ~ESE
< _~FuquayVarinal

© custom Markers - Custom Markersallow you to add custom locations to the map and are discussed in 1
detail lower down.
; 4 Clear Drop Pinvill remove any drop pins you have added to the map.
Drop pins are discussed shortly.
[ copy map Copy Mapwill copy the map image to the clipboard.

Map Navigation
There are several options for navigating the map aside from the simple zoom options in the tool bar.

1 ¢ Double Clicking on a record in the Table View will center the record in the main map.

2 - The Mouse Wheel can be used for zooming in and Out of the map relative to the location of the mouse
pointer.

3¢ Single Left clicking anywhere on the map will recenter the map around the selected location.

4 ¢ Left Click and Drag will create a box to zaom

5 ¢ Keyboard cursor keys can be used to move the map around.
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Map Tools

Drop Ping Pressing SHIFT while Left clicking on the map w
drop a pin Thisis a way to temporarily mark a location of
note.

Measure¢ Once a pin is dropped, continuing to hold SHIFT |
while moving the mouse will draw a measurement on scres @«
between the Pin and the current location of the mouse
pointer.

Releasing SHIFT will stop drawing the measurement and v
leave it in itscurrent state.

Press* to remove both the drop pin and the measuremen

Find Record; Hold CTRL and click omarker on the map to
jump to the appropriate record in the table view.

MarkersLabels
There are several options for labellingarkers on the main map.

Option 1
The first, and simplest option is to select the records you are interested in on the Location Table and press the

G')button.

This will turn the Timestamp label on for all selected records. This is indicated in the Table vieGhitbra
in the second column.

- R ———

2023.05-16 Cache [Cache

8o Q 18:51:56 (UTC) Locations] w1519
20230516 Cache [Cache

@o Q 18:51:57 (UTC) Locations] 356153879
20230516 Cache [Cache

8o Q 18:51:58 (UTC) Locations] SR
20230516 Cache [Cache

8o Q 18:51:59 (UTC) Locations] 356157121
20230516 Cache [Cache

@o Q 18:52-00 (UTC) Locations] 356155757

It will also place the Timestamp label on timap in the default location next to the appropriate marker.
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Pressin@ again on a record that already has Marker Labels turned on, will turn the marker label off.
Option 2

Move your mouse over (or close) to a marker whitdding SHIFT and CONTROL to show the timestamp of that
specific markerThe selected marker will be whichever is the closest to the mouse cursor and you move
around, the selected marker may change.

Left Clicking while still holding SHIFT + CONTROL will lock the timestamp label in place and you D see the
icon appear in the Table view on the appropriate record.

Option 3

If you know the specific marker on the table you wanhtghlight butcannot find It on the map view (or it is
obscured by other records), double clicking the row in the taldtde pressing CONTROL and SKiFTock in

your chosenrecordndyous A f t &4SS G(KFdG GKS NBO2NR aKdwd aXé @KSN

Now,with SHIFT + CONTROL pressed dgaumngcan move your mouse anywhere on the map and the label will
always point to your selected record. Left click to lock in the location of the label on the map.

Option 4
Press the Right Mouse Button on a map maskbile holding SHIFT + CONTROL will result in a similar outcome
Fd 2LWGA2Y od® ¢KS | 3a20AF0SR NBO2NR gAff aKz2g aXé
timestamp label will always point back to the selected record.
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Custom Markers

Custom Markers allow you to placer@re permanenimarker in a location relevant to your case.

Current Marker optionéncludeHouse Car, Scene Fire, Dump Site and each marker can be shown in a different
colour; either Red, Blue, Green, PurpleQrange

Select a marker type and color and click on the map to place.

- 2 I/ / .. Searcy Drive
! ]

nnect Locations Custom Markers ~ nart

o ¥ e | Saunders Lake Dam

I. Edit Custom Markers % \

(]
3\
Clear All Markers .
N x — % \\\

E"& ‘o Home Marker » | o Red . i |

e Scene Marker 3 0 Green Jicarilla Lan, - '\%.

J ) \

o Dump Marker 3 0 Blue ? 'gl‘ Denson Road
g &
i ° Vehicle Marker 3 o Orange ; 6-[
\: A o Fire Marker 3 ‘0 Purple ‘ L g\‘

‘ ’?—r\ 3 - =ty I,T" Searcy Drive ; %'I
: S - %’ﬁvsd Court g %
. VE —a— . @ ] & * @“ -
_ T | H_S—— o \aite, A
T o i P o

This marker will remain persistently in the selectedation

To alter or rename the marker, press Custom Markers > Edit.

S e 2

Custom Markers X

Name
Home
@ Home b 4

Type
Home —
Colour
Blue —
o -
Position

35.54540796.-78.75004578

Save

It is quite common that upon first loading th@cations screen, the entire map will be presented imass of
orange.
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© OpensStreetMap contributors

This is not an error bueflectsthe number of recordparsed Zooming out will give a clearer picture of what the
cause of the orange screen is:

© OpenStreetMap contributors

Reducing the Sources or changing the Accuracy Filter is a good way to removiewhaseuracyand
troublesome records.

Creating a Flipbook

A Flipbook is an animation of the location data that can be either presented as a HTML document to scroll
through or as an MP4 video.

Start byhighlighting the records you want to include in the Flipbook.
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B G sore oo - BB E D ——ax

[ lcon  StartTime - EndTime Duration Details Latitude Longtude Accuracy

Cache [Cache
* 356482693 78.8451424 12

e 20230513
16:55.05 (UTC)

The press the Create Flipbook but.E!—.]' .

A new tab will open within the Locations tab and will present the FlipBook options.

Build FlipBook
Pages 37
Tile This Is's iPhone
B Include Radius on Overview Map B Include Speed (ff applicable) B Custom Markers on Detail Map

@ Include Radius on Detail Map @ include Course

This window informs you of the number of pages in flifgbook (relative to the number of records highlighted)

and gives the opportunity to give the Flipbook a title.
You then have some options:

1 ¢ Include Radius on Overview

2 ¢ Include Radius on Detail Map
3¢ Include Speed (if applicable)

4 ¢ Include Course

5 ¢ Custom Markers on Detail Map

When you build the Flipboake tab will update with the results.
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@ |Q Cache [Cache Locations]

ArtEx

() 2023-05-16 19:36:29 (UTC)

NC 55 "‘.’ “ & 3 \ 'b

Hiltgg, o

2 ! S\ .
ol U 35.6252231, -78.8201766 €D 64.8kph | 40.3mph @ 8m | 261t (ORISR ontibutors

© @

1¢ Locations Tabs 7 ¢ Detail Map shows a close view of the current record.

2 ¢ Play/Pause and Play Speed will astwollthough the pages. 8 ¢ Overview Maps shows a higher level view of the current record.
3 ¢ Parser Name 9 ¢ Coordinates of the current record.

4 ¢ Save Options (Copy to Clipboard, Save to HTML, Save as MP4) 10¢ Accuracy of the current record.

5 ¢ Manual Scroll. 11- Accuracy of the current record.

6 ¢ Timestamp of the current record

Saving Flipbook

Flipbooks can be saved as either an interactive HEdart or MP4 video using the buttons shownthe image as item 4.

To save as an MP4, you will need to have FFMPG installed at the default location on youf@\ BRwepey Download
FFEMPG fronhttps://ffmpeg.org/download.html

Offline Use
As an offline useryou have two options to make use of Map data.
Tile Grabber

When you try to usenaps in ArtEx whileffline, you will be prompted to use Tile Grablimrinserting a USB Drive and
selecting the drive from the list.

ArtEx will copy a small tool to the USB along with a list of required mapQite® finished, take the USB to an internet
connected computer andun the TileGrabber.exe.

TileGrabber will download all required tiles and once finished, return the USB to the original computer for ingestion.
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Custom Tile Server

Setting up your own OpenStreetMaps serverthe inside of your networls another alternative

Create a text file calle@ustomMapTileServer.txivhich containonly the URL of your serve3ave thidile in the root
directory of ArtEx

Directory

Thedirectory view allows you to navigate the file structure that has been parsed.

It is split into 2 mairsectionsTree View and Table View.

[ = Aot view [==j Extract Folder|

o s L QX ambe & 00 &%
[2] Managed Preferences \ filesystem2 \ mobile \ Media \ DCIM \ 100APPLE
21 mobile lcon  FileName FleExtension  FileOffset FileSize_Bytes FieSize_MegaBytes  LastModfied Acces
[21 .ssh D
[21 Applicatons ) me_oo02 HEIC HEIC 22185656... 1536097 1 2023-02-20 04:10:38 (U... 202¢
Containers
:Dmcumems ) mMG_ooo2Mov MOV 22187192 2364280 2 20230220 04:10:39 (U.. 2027
Paj Downloads ™) MG_o003 HEIC HEIC 22189557 . 1612472 1 20230220 04:20:03 (U.. 2027
2] Library I MG_oo03 MoV MOV 221911700.. 2384592 2 20230220 04:20:05(U.. 2027
B8 Media ™) MG_oo04 HEIC HEIC 22193554 1517719 1 20230220 04:20:21 (U.. 202%
J
:A"‘ a'; M mGc_ooo4.mov MOV 27120655.. 2206817 2 2023.02-20 04:2022 (U... 2027
arloc
I . . -
Py Bosks ™) MG_ooos HEIC HEIC 22195072 1648472 1 20230220 06:13:24 (U 2027
£21 00 ) MG_ooos MoV MOV 27131862 1913117 1 20230220 06:13:25(U.. 202%
[2] misc ™ MG_oo06 JPG JPG 22196721 130421 0 20230220 18:36:48 (U 202%
:mm PLE I} mMe_o007 HEIC HEIC ~ 27133776.. 1836983 1 20230220 22:59:36 (U.. 202°
1MAPPLE
™) MG_ooo7 Mov MOV 27135613 767749 0 20230220 225036 (U.. 2027
[Z] Downloads
[ EnhancedAudioSharedKeys ™) MG_ooos HEIC HEIC 22106851 2874148 2 20230220 231125(U. 202%
[12] Espresso ™) MG_ooos MoV MOV 22199726 1505384 1 20230220 23:11:25 (U 202%
[3 Tunes_Control I} me_oo09a HEIC HEIC 22201231... 1634122 1 2023-02-21 02:00:31 (U... 2027
[21 MediaAnalysis ;
) me_oo1oHEIC HEIC 271363811 1172648 1 20230221 02:16:10 (U... 202:
[Z] PhotoData
31 Photos 0 Folders | 1032 Files
1¢ Tree View
2 ¢ Table View

The Tree View shows only folders in an open or clesai@. Clicking on a folder to open it will show all folders
inside and will also update the table view to show all items inside it.

Clicking on an open folder will close it.

The Table View will show all items inside the currently selected folder.

QO

ololol0

Xl o O TR -]

©0

99 © O

E E F\at\newl "E Open Extema\ILJ Extract ltems |

-1  filesystem2 \ mobile \ Media % DCIM \ 100APPLE %
1 ¢ Search Options 8 ¢ Hex Search
2 ¢ Show Folders in Table 9 ¢ HashFiles
3¢ Open New Directory Tab 10¢ Export to CSV
4 ¢ Bookmarks 11 ¢ Flat View
5 ¢ ExtractionCompaison 12 ¢ Extract Folder
6 ¢ Time Filter 13 ¢ Extract Items
7 ¢ Show Thumbnails 14 ¢ Breadcrumb Path
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Search Options

Type in the name of the file or folder you are interested in and p_CSss
PressX to clear the search.
Note that using the Search feature will disable the Tree View Xi# pressed.

Show Folders in Table
This option will turn on/off folders fromshowing in the main Table View.

Open a New Directory Tab
This will open another directory tab, allowing you to work in multiple paths at once.

Bookmarks
Bookmarks allows you to save common paths that are interestivtjquickly navigate to them in the future.

Add Bookmarks by right clickingon afileandseleett 221 YIF N ¢ 2LWGA 2y @

|| assets phst PLISI 10418807... Y/
fal
5
: m] Copy Path
- ump to \filesystem2'mobile\Libra aches\com.apple.routine Z
Cache 5 Jump to \filesystem2\mobile\Library\Caches\com.apple.routined\ 32
i . - . routi
Mﬂ Cache.d [7  Open New Tab at \filesystern2\mobile\Librany\Caches\com.apple.routined\ T
Q View in Hex Viewer
) cClient 47
len S-F [} Bookmark \filesystem2\mobile\Library\Caches\com.apple.routined\ I
™ Aland V9 cnlita cMIITE  1n2000n7 or

The path will be added as a Bookmark that can now be asady point to jump straight to the bookmarked
path.

s (:) TimeLine \u\f Location

.’_‘_ ﬁ Boukmarksv[ij'ﬁﬁ@'ﬁ
\ con E com.apple.routined

[e— E 100APPLE —
I:‘_ Bookmark Manager

16

Use theBookmark Manager to remove Bookmarks that are no longer required.

i Bookmark Manager Close
% [100APPLE
\filesystem2\mobile'Media\DCIM\100APPLE

x| com.apple.routined
ffilesystem2\mobilelLibrary\Caches\com apple routined\

Extraction Comparison
Thiswill be explained more in a separate section of this manual.

Time Filter

This optionallows you to apply the selected time peridd the files in the Directory View. i.e. The files visible in
the Directory Viewvill only be the files that were Created, Modified, Accessed or Chafugzbnding on your
selection)within the time period selected. Note that you can only choose one timestamp at aatsnaélter.

Show Thumbnails
This buttonwill turn on/off the thumbnail view of media files within the Directory View.
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Joon. Thusboat FleName FloPath FeEatension FieCfaot FloSuo_Btes  FleSae_Conprean FleSie_MegaBite LastMockied Accessed Changed
Vilesystem.. HEIC 27149885.. 2184403 2184403 2 2023-02-2.. 2023-022.. 2023-02-2.
\filesystem.. _HEIC 22247806.. 1931797 1931797 1 2023-02-2.. 2023-02-2.. 2023-02-2.

Note that each directory will be processed at the time the directory is accessed and will potentially take a long
time depending on the amount of files presefihumbnails will be cached to enable faster reloading.

Hex Search
ArtExallows you to search all selected files for specific tefvhsre about HexViewwill be discussed later.

@

Enter the search term and press ¥ to add the item to the list.

[+]

Line
Telegram

x *Note that this is case sensitive.

Search Selected Files t N5aa

Select an item and pre: x to remove it from the list.

This will search theelected files and open each file up to highlight the results.

Hashing

 1ma al Kamad |
-

ot 00 01 02 03 04 05 06 07 08 09 DA OB 0G 0D OE OF

a Interpreter

Dat.
00 00 00 00 00 00 00 00

3
s
P
e
H
5
g
g
H
H
e

00 00 00 00 00 00 0D 0O 00 00 0O 00 00 0O 00 0O
00 00 00 00 00 D 00 DO 00 00 0O 00 00 00 00 00

Valuo

00 00 0D 00 00 0 00 0O 0O 00 00 00 00 0O 00 0O

00000280 00 0O 00 0O 00 00 00 00 00 00 00 0O 00 00 00 00 ..

Pressing this button will has the selected files which will be shown in the table view.
Pressing the down arrow on this button will give the choice to hash all files in the view.
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Export to CSV
This button will save the information in the current view to a CSV file.

Flat View
View all files in and below the currently selected folder regardless of the directory structure.

Open External
Extract the file and launch it in theefault windows application

Extractltems
Pressing Extract Items will open the Extract Files window to give you options and control over how the data is
exported.

Export Source Export Paths Export Container
O Selected ftem © Rebuild Folder Hierarchy © As Files & Folders
() Curent Folder () Exportasis ) As Fip
() Cument View
Cancel Export

Export Source

1 Selected Iltem(s) Extract ONLY the selected item(s)
9 Current Folderg Extract all items in the current folder.
1 Current View Extract all items in the current view.

Export Path

1 Rebuild Folder HierarchyMaintain the file path of the extracted items.
1 Export as ig Ignore the hierarchy and just export the files.

Export Container

1 As Files & Foldeyexport the files/folders to the desktop as files and folders.
1 As Zipg Save the exported data in a zip file.

Breadcrumb Path
The breadcrumb path will show each folder in the path to the currently selected file and allovis joup to
any folder by clicking on the specific part of the breadcrumb path you are interested in.

Clicking on the folder at the start of the breadcrumb trail will allow you manually enter the path you want to visit.

TheTableView

The Table itself contains numerous fields although not all fields are visible at all times. It often depends on the
type of extraction and the options selected.

lcon  Thumbnail FieName FiePath FieExtension FieOffset FieSize_Bytes  FieSize_Compresse FieSize_MegaByte: LastModfied Accessed Changed Creation

(H
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Icon¢ An icon representative of the type of record (Folder, File, SQLite, Symbolic Link etc).
Thumbnailg The thumbnail view of the file (if applicable and selected).
FileNamec The name of the file.

FilePathg The path of the file.

LinkPathg The symbolic link path (if applicable).

OriginalPathg The Original path (applicable to backups or UFDR).
FileExtensiorg The extension of the file.

FileOffsetg The offset of the file (applicable to archives).
FileSize_Byteg The size of the file in Bytes.

FileSize_CompressegdThe compressed size of the file (in Bytes).
FileSize_MegaBytesThe size of the file (in MegaBytes).
LastModified¢ The Last Modified timestamp of the file (if available).
Accessed, The Accessed timestamp of the file (if available).
Changed; The Changed timestamp of the file ifailable).

Creationg The Creation timestamp of the file (if available).

Mouse Clicks

Left clickingon a record will select it.

Double Clickingn a record will attempt to open the file in the Right PaBg.default, ArtEx will try to open the
file in the appropriate viewer but will default to Hex.

Right Clickingn a record will present a Context Menu.

m] Copy Path
21 Jump to \filesystem2\mobile\Media\PhotoData\ Thumbnails\W24\DCIMYT0DAPPLEVIMG_0D0E.JPGY

Open New Tab at \filesystern2\mobile\Media\PhetoData\ Thumbnails\ V23 DCIMY 100AP PLEVMG_0D0G.JP G,
View in Hex Viewer

Extracted Selected File(s)

Bookmark \filesystern2\ mobilet Media' PhotoData\ Thumbnails\ V2ADCIMYI 00APPLEVIMG_DD06.JPGY

3z

=

Copy Pathwill simply copy the path of the file (including filename) to the clipboard.

Jump towill navigate the Directory View to the selected file; this is most useful when used in conjunction with
the Search feature.

Open new Talwill open a secondary Directory View tab at the path shown.

ViewinHexViewep A f f 2 1LJSYy (KS FTAES Ay I NI9EQA | SE +ASsSN®
Extract Selected File(s)ill launch the Extract Items view.
Bookmarkwill add the path of the file to the Bookmark list.
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Right Pane

The Right Pane can be used to open files of nufifigrent types. Each type will present in context to
the file type.

Hex View

The Hex View can be launched by Right Clicking on a file and selecting View in Hex Viewer. It will also be the
default view when opening a file that ArtEx cannot automatically recognize.

The Hex Viewer can be split intgdrts:Hex View, ASCII View, Data Interpreter and Search.

Offset (hex) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Data Interpreter
001D76B0 00 00 00 00 07 OC 95 AO OE 7E FF 41 CS5 84 9a B4 ||...... ~yah & 41 C5 84 SA E3 EA ED 03
001D76C0 4E F8 BE €3 6F 6D 2E €1 70 70 6C €5 2E 4D 6F €2 | |Ne9com.apple.Mob Voi
001D76€D0 69 6C €5 53 4D 53 49 4D 47 SF 38 36 38 32 2E 68 | |ilesMSIMG_8682.h Desc e
001D7€E0 65 69 63 61 eicat_0_E48DA0B2 A?22277)
001D76F0 2D 36 43 38 -6C8A-4DA3-9A86-
001D7700 43 44 36 38 cpesacaiaees.t.. |UTF7 AAGSH
001D7710 00 09 01 09 UTF8 Aeoeol
001D7720 08 08 08 08
001D7730 08 08 08 08 UTF32 S
001D7740 08 08 08 08 BINARY 01000001 01000001 01000001 01000001 010.
001D7750 00 00 00 00
001D7760 00 00 00 00 |2 &
001D7770 07 OC 95 A0 1 £.c |Int16 (LE) -15039
001D7780 6F 6D 2E 61 70 70 6C 65 2E 4D F 62 €5 6C €5 53 | | om.apple.Mobiles |\, 5049
001D7750 4D 53 49 4D 47 SF 31 33 32 34 2E 68 €5 69 63 61 | |MSIMG_1324.heica HO(LE) 4
001D77A0 74 SF 30 SF 44 43 41 34 31 34 41 44 2D 38 35 37 | |t_o_pca414ap-857 |Int16 (BE) 16837
001D778036 2D 34 46 32 38 2D 41 46 38 34 2D 45 32 37 33 | | 6-4F28-AF84-£273 |y
001D77c0 38 38 42 31 37 35 36 46 OF 4C 02 80 00 09 01 09 ||8ssB17ser.r. .... 56 oEas
001D77D0 08 08 08 08 08 08 08 08 09 08 08 08 08 08 01 02 Int32 (LE) 1702574783
001D77E0 08 08 08 08 08 08 08 08 08 08 08 09 08 08 08 08 UInt32 (LE) 2502392513
001D77F0 08 08 00 08 08 08 08 08 08 01 00 00 00 01 00 00
001D7800 01 07 00 00 00 00 00 00 00 00 33 00 00 00 00 00 ) 1103463578
001D7810 65 00 00 00 00 00 00 00 00 SF 00 00 00 00 00 00 [:-'-E‘rmﬂ)-
001D7820 00 00 00 00 07 OC 95 A0 2E 3F FF 41 CS5 84 9A ES _@
001D783030 6B 72 €3 6F 6D 2E €1 70 70 6C €5 2E 4D 6F 62 || Okrcom.apple.Mob Temn Offeet Before And After
001D7840 69 6C 65 53 4D 53 35 31 32 61 36 33 66 34 65 €5 | | ilesMs512a63f4ee = pr— ple mobiientedMG 1951 prgx-c
001D7850 36 36 37 37 37 61 33 61 33 36 31 €5 64 32 €6 €3 | | 66777a3a361ed2fc o g
001D786035 36 64 €4 65 66 2D 73 74 65 €3 6B €5 72 2E 70 | | S6ddef-sticker.p ING_ x1D745C
001D7870 6E 67 €1 74 SF 30 SF 46 30 44 42 45 43 35 44 2D | | ngat_0_FODBECSD- [ |x10754F apple Mobile SMSTNG_ 1200 heicat
001D7880 44 38 36 41 2D 34 46 46 46 2D 39 30 37 42 2D 34 | | DB6A-4FFF-507B-4 — . .
001D7850 45 35 42 42 35 38 45 39 33 39 39 81 50 3a 59 00 | |ESmESEES399 B:¥. aople MbileSHSIMALBERS heical
001D78A0 09 01 05 08 08 08 08 08 08 08 08 09 08 08 08 08 ||.......... . -1
001D78B0 08 01 02 08 08 08 08 08 08 08 08 08 08 08 09 08 " T -
0010780008 08 08 08 08 00 08 08 08 08 08 08 01 00 00 00 || |IMG_ 2opie.Mob -
001D78D0 01 00 00 01 07 00 00 00 00 00 00 00 00 33 00 00 ™G AIDTFCA apple MobileSMSING_ 1253 heicat
001D78E0 00 00 00 €5 00 00 00 00 00 00 00 00 SF 00 00 00 S — ! ST .
001D78F0 00 00 00 00 00 00 00 07 OC 95 AO 3A 16 FF 41 CS DLyl |IMG_ _|x1DB1ES NReSISTR 144 hevoat
001D7900 84 SA E4 30 C7 EB 63 €F 6D 2E 61 70 70 6C 65 2E a0gecom.apple. ™G 108203 apple MobileSMSING_ 1444 heicat
001D7910 4D 6F 62 €9 6C 65 53 4D 53 61 66 33 35 38 66 37 | |MobilesMsa£3ss£? — :
001D7920 65 66 62 36 €5 64 61 €3 39 36 33 32 35 61 34 66 | | efb6edac96325a4f [IMG_ [x1D8922

ING_ x1DBE39
Ima | «21389F apple MobileSMSIMG_1443 heicat
File Size: 2MB | Offset: Ox1D7777 (1931127) Length: Ox8 (8)

1 ¢ Hex View 6 ¢ Data Interpreter

2¢Load As 7 ¢ Search View

3¢ Extended ASCII 8 ¢ File & Selection Information
4 ¢ ASCII View

5 ¢ Save File will save the file.

Hex View
The main window willlsow the contents of the file in &dEXview.
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Load As

E, ” The Load As menu allows you to tell ArtEx how to open a file.
Supported types are;

DataBase q Database

Image 1 Image

g Text T Text -

T oot/ Protobuf i BPI|st/Protobuf (Serialized Data)

-~ _ f Video

@ video 1 SEGB (i0S Biome) file

SEGR  SEGB

Any of these options will open the file in the requested viewer while keeping the
Hex viewalsoopen.

Extended ASCII
This optionturns on or off the Extended ASGtharacterdor the ASCII View.

ASCII View
Shows the ASCII view of the file (in extended or basic ASCII)

Save File
Save the file to your local computer.

Data Interpreter
Shows different ways to interpret the data you have seleciiethe Hex View.

vata interprecer

41 CS 84 9A E3 EA ED 03 TheData Interpreter area will show how the bytes you have selec

Desc Value in the Hex or ASCII view look using different interpreters.
A?27272777]
LI . Currently supported interpreters are:
g‘; ::"““ T ASCII  UInt32 (LE) 7 Mac Absolute
BNARY 41000001 01000001 01000001 0. 1 UTF7 1 Int32 (BE) 1 Mac Millisecond
s . TUTF8 T UInt32 (LE)
Int16 (LE) -15039 TUTF32 T1Int64 (LE)
Ulnt16 (LE) 50497  BINARY 9 UInt64 (LE)
Int16 (BE) 16837 1 Int8 1 Int64 (BE)
I”i';'z‘igE’ 1‘::27574783 1 Int16 (LE)  UInt64 (LE)
ni - .
UInta2 (LE) AR T UInt16 (LE) i S!ngle (LE)
Int32 (BE) 1103463578 11 Int16 (BE) {1 Single (BE)

Search View

1 UInt16 (BE)

1 Int32 (LE)

9 Double (LE)
9 Double (BE)

Allows you to perform searches against the fide specific words

Entering a search term into the text box and pres:',l’,'gwill add the search term to the Terms list.

[— ] T a

Clicking on the Terms button will show all terms currently in the list and these can be removed by pressing the

associate(,x .
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[ g Terms (2) ~

x img_
XK e

Once all search terms have been entered, pi Q to perform the search.

The results will show the offset and the Term found, the offset and the surrounding bytes.

Tem Offset Before And After

IMG_ x107228 ple.mobilenote:
apple.MobileSMSIMG_1353.1
apple.MobileSMSIMG_1200.

951.p

IMG x1D745C

IMG_ x1D754F

Double clicking on a result will jump to the appropriate offset in the Hex View.
Note thatSearch is case sensitive and currently only searches the ASCII content. Byte searches is not supported.

File & Selection Information
Sows file size, currerffset, and selection size.

Media View

Media View can be launched either by double clicking on the Thumbnail of a riedbed Timeline View, From
Directory View or from the Hex View

The top of the pane will display the media item itself, and the bottom of the pane will show information related
to the item.

 IMG_0057.HEIC | fl\ ———— l c Medla T|t|e

2¢ Tool Bar
& & | Zoom in/Out of the image

« ~ | Rotate the image 90
@' oeK, Run OCR on this image
M | Reseimage
b Replay (Context sensitive)
a4 Copy image to Clipboard
Openin External App
- B | save Media
@_ s oo casel 3 ¢ Media Content
Oiecion
I 4 ¢ Info Tab
(’:p;:ﬂ;e Highlights| Important information.
AR EXIF Exif Data for the item.
Map Rendered map.
OCR OCR content if relevant.
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TextView

TextView can be launched either by double clicking ongberce column iTimeline View, From Directory View
or from the Hex Viewer.

This is a simple Text viewer with options of text size and word wrap.

|

@_
@_

2 A7) wordwrap

7 notice. E3 — [Init: containermanager B A
Tue Apr 11 07 0 2023 [71] <notice> (0x16dd7£000) _ i 2 _init: contai p?z{c) i A Font S|Z§hr|nk/GrOW
Tue Apr 11 07 0 2023 [71] <notice> (0x16dd7£000) - [MCMM g ilest
0 2023 [71] <notice> (0x16dd7£000) -[MCMMigrati isBui 1: Did not fir H
0 2023 [71) <notice> (0x164d7£000) - [MCMClientC tion _ 11SystemContair Open n EXternaI App
0 2023 [71] <notice> (0x16dd7£000) -[MCMContainerMigrator _checkIfDeviceMayNeedSyste
50 2023 [71]

<notice> (Dledd7!000] - IMCMuigracionstatus setMigrationCompleteForType: 1 mqnuon completed on 191
1

1¢ Tool Bar

WordWrap

Word wrap

Tue Apr 50 2023 [71] <notice> (0x16dd7£000) - ldInfoToDisk]
Tue Apr 2023 [71]) <notice> (0x16de0b000) - Mmcontaxnezmgxatoz pezfoma:amg:a:oxmgzac E SaV€FI|e
Tue Apr 2023 [71] <notice> (0x16de0b000) -[MCMContainerMigrator _performBundleContainerowr |

Tue Apr 2023 [71) <notice> (0x1 -~ [MCMMigrati v tMigrationCompleteForType:

Tus Apr 2023 [71] <notice> (0x16d=0b000) -[MCMCodeSigningMapping migrateAppGroupIdsFromDat Search
Tue Apr 2023 [71) <notice> (0x16d=0b000) -[MCMMigrationStatus setMigrationCompleteForType: Q

ration complu:ad on 19052 for GroupIdMigration

Tue Apr 11 2 2023 [71) <notice> (0xl - igningMapping migrateCachedCodeSigning!

Tue Apr 11 2023 [71] <notice> (0xl - [MCei setMigrationCompleteForType:

Tue Apr 11 2023 [71] <err> (Oxi - e _cl i .

Tue Apr 11 2023 [71] <notice> (0x16de97000) _containermanagerd_init_block_invoke: containerm: 2 q Text V|eW

Tue Apr 11 2023 [71] <notice> (0x16de97000) _containermanagerd_init_block_invoke: con

s
camemnaqezd cleanup complste
07:44:58 20.

Tue Apr 1 23 [71) <err> (0x16de97000) server_get_process_containers: Invalid data containe
Tue Apr u 2023 [71) <notice> (0x16de97000) server_get _procsss_containers: SB Type: 0, falli:
Tue Apr 11 2023 [71] <notice> (0x16e0c7000) - [M: ator ati
Tue Apr 11 2023 [71] <notice> (0x16e0c7000) -[Mcm:antaxnenugzatoz pezfompezusetna:aﬂxqzat).(
Tue Apr 11 2023 [71] <notice> (0x16e0c7000) -[MCMContain

erMigrator grationForcli ion:withError:]_block_invoke: Completed Per Use:
Tue Apr 11 2023 [71] <notice> (0x16e0c7000) - [MCMMi orType:
Tue Apr 11 2023 [71) <notice> (0x16e0c7000) -[MCMContainerMigrator perfomPoxUserDa:aM)qzatx(
Tue Apr 11 2023 [71] <notice> (0x16e0c7000) -[MCMContainerMigrator performPerUserDataMigratic

nForClientConnection:withError:]_block_invoke: Completed User Data Protection Migration for <MCMUserIc
Tue Apr 11 20:00:52 2023 [71] <err> (0Ox1 ~[MCMClientConnection ithcont:
2023 [71) <err> (0x1 - [MeMeld ion
Wed Apr 12 22:$5 2023 [71] <err> (0x16dd7£000) - [MCMClientC: tio i
:hcancamezxdenn:y isRelative:createl y:existed:wi s 2491; Failed to craite app data
20:0 2023 [71] <err> (0x16de0b000) ~[HCKC11entconnecr.)on thwithCont:
2023 [71) <err> (0x16dd7£000) - (M cion ithcont
Fri Apr 14 22:4 2023 [71] <err> (Oxl i n ntConnection ithcont:
ainer for user managed assets path for com.apple (21) CONTAINER_NOT_FOU
Sat Apr 15 09:55:25 2023 [71]) <err> (0x16de0b000) - (MCMClientConnection userManagedAssetsPathWithCont:
2023 [71] <err> (0x16dd7£000) -[MCMClientConnection ithConte
2023 [71] <err> (0x16dd7£000) -[MCMClientConnection ithcont:
2023 [71] <err> (0x1

PathWithConti

-
bow

ithContai Identity:isRelative:createIfNecessal
2023 [71] <err> (0x16dd7£000) -[MCMCli ion i
2023 1717 €ary> (0x16AATENNNN — (MOMOT S entCannact o Freatanrlankincontainar@i thoar

SQL Databases

ArtEx has a buiiih SQLite viewer to aid with validation and research an also includes a SQLite and WAL Explorer
feature.

D(@OEL) (®) OO O®

®

_@

O © ¢
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