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Introduction 

ArtEx is a free tool for iOS Forensics Verification, Validation, Reporting and Research from DoubleBlak. 

I hope that this tool will be useful in your investigations, for research and for sparking at interest in 
Digital Forensics and how important it can be to investigations. 

This guide will cover the features of the application and is intended to work alongside the walkthrough 
videos available from www.doubleblak.com. 

If you have any issues or questions, please email hello@doubleblak.com. 

 

 

 

  

mailto:hello@doubleblak.com
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The Interface 

ArtEx is designed around a single screen which encompasses numerous tabs. 

 

 

 

The top of the window can be broken down into 4 main parts: 

 

Begin Button 

This is where all cases in ArtEx start. Press  to open the Extraction Finder. 

Extraction Details and RTX Options 

This will show the name and path of the Extraction and present the Save and Close Extraction options. 

Menu Buttons 

This is how to access Save Report, Settings and the About screen. You can also launch other DoubleBlak tools 

Epoch and Mushy. 

 

 
 
 
 1 ς Begin Button 

2 ς Extraction Details and RTX Options 
3 ς Menu Buttons 
4 ς Time Bar Options 

1 2 3 

4 
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Time Bar Options 
The Time Bar controls the time period being viewed within ArtEx. It will be covered in much more detail later. 

 

Next, are the Tabs which is where you will find all the important data. The tabs are context sensitive and 

may come and go depending on the data you are working with. 

 

 ¶ Welcome 

¶ Device 

¶ Apps 

¶ Keychain 

¶ Contacts 

¶ TimeLine 

¶ Chats 

¶ Gallery 

¶ Locations 

¶ Directory 
 

Welcome 

This user guide. 

Device 
The Device overview such as IMEI, Phone number, Accounts etc. 

Apps 
The Applications installed on the device. 

Keychain 
The keychain associated with the device. 

Contacts 
The parsed contacts from the device.  

TimeLine 

The events that occurred within the selected timeframe (and selected parsers). 

Chats 
A Chat view for selected messages. 

Gallery 
A Gallery view for selected media items. 

Locations 

A dedicated Locations screen. 

Directory 
A directory view of the extraction. 

 

Each tab will be covered in more detail in its appropriate section. 

Finally, there is the Right Pane, minimized against the right side of the screen. 

The Right Pane is used to show anything you open. For example, if you open an Image, it will open in the 

Right Pane. If you open a database, it will open in the Right Pane. And so on. 
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The first icon relates to the size of the Right Pane. The darker area in the icon relates to the size of the 
right pane. 
It can easily be switched between minimized, 25% of the window or 50%. You can also drag the size to 
whatever you wish. 

 
This will close all open tabs in the Right Pane. 

 
This will show the Report Elements. 

 
This will open the Directory Viewer at the path of the file being viewed. 

 
This icon will open a drop down menu showing the files you have recently had open in from this 
extraction allowing you to quickly reopen them. 

 
Console View will show some of the details being logged by ArtEx. This is primarily used for trouble 
shooting. 
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Setting Up 

The first time you run ArtEx you will be prompted to decide how you intend to use it. Either on or 

offline. 

ArtEx does make use of an internet connection and is the preferred way to use the tool. Specifically, 

parsers can be automatically checked and updated, maps can be used, and languages translated if online 

(with paid licence key). 

Options exist for offline use too, although they are not as convenient.  

  

Manage My Parsers 
View My Parsers. More about My Parsers can be found later in the manual. 

View Installed Parsers 

Show the currently installed parsers. 

Check for Updated Parsers 

Check online for new or updated parsers. 

Localization 

Date Format : Select the way you want the date to look.  

Default Template 

Select the default template that should automatically load when a device is parsed.  

File Locations 

  Default Temp Location : Where can ArtEx place temp files? 

  Locations Database : Where is the Locations database for storing MapTiles? 

  My Parsers : Where to store My Parsers? 
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DLLs 

  Target : Drag individual DLLs or DLL Packages here to install new parsers manually. 

  Folder : Click to open the DLLs folder. 

General 

  Check for updates on launch : Always check online for software or parser updates. 

  Check Parser Eligibility : When opening an extraction, check which parsers will run against it. 

  Always Process Keychain : Always process the keychain if available. 

  Guess Date Fields (SQL) : In SQL Viewer, attempt to recognize which fields are date stamps. 

  Use Advanced SQL Reader Υ wǳƴ !Ǌǘ9ȄΩǎ ŎǳǎǘƻƳ ŀŘǾŀƴŎŜŘ {v[ ŎƻŘŜ ŦƻǊ ŦǊŜŜǇŀƎŜ ǊŜŎƻǾŜǊȅΦ 

  Hide Progress Window : Minimize the progress window by default. 

  Run OCR on Images : Always process images using OCR. 

  Always Create RTX : Always create an RTX when processing. 

  Include Opinion Notes : Show the opinion notes; i.e. Information provided by parser author. 

  Show Directory View Thumbnails : Show thumbnails in the Directory View. 

  Run Apps by Default : Automatically run the App Parser during initial processing. 

Locations 

  Parse Locations by default : Automatically run the Locations parser during initial processing. 

  Draw Small Maps : When drawing maps, draw smaller maps in the timeline. 

  Prompt for Tile Grabber : If ArtEx is offline, do you want prompted to manually download map tiles? 

  Large Tile Cache : When processing map data, this option will download more map tiles than needed. 

      it takes longer to begin with but will begin to pay off as the cache increases. 

Cell Networks 

  Import Cell Tower Data : Allows you to import cell tower information for mapping connected cell towers. 

 

Installing OCR 

OCR in ArtEx utilizes Tesseract, an Open Source OCR Engine (https://github.com/tesseract-ocr/tesseract). 

It is not bundled with the application itself and requires downloading from github  

https://github.com/tesseract-ocr/tessdata_fast. 

Once downloaded, the tessdata_fast-main.zip file should be dropped into the Target area of the settings screen 

normally reserved for DLLs. 

 

 

 

 

  

https://github.com/tesseract-ocr/tesseract
https://github.com/tesseract-ocr/tessdata_fast
https://github.com/tesseract-ocr/tessdata_fast
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Opening an Extraction 

Regardless of the type of extraction you have, start by pressing the  button to open the Extraction 

Finder. 

The Extraction Finder has several tabs for opening different types of extractions. 

 

 
RTX CƛƭŜǎ ŀǊŜ !Ǌǘ9ȄΩǎ own DB format for remembering parsed extractions. 

 
Archives are the typical ZIP and TAR files from most extraction tools. 

Archives can also be used to read UFDR files ς Note that ONLY the files will be accessed. The 

parsed data within the UFDR is not utilized. 

 
ArtExtraction ƛǎ !Ǌǘ9ȄΩǎ ƻǿƴ ŎƻƴƴŜŎǘƛƻƴ ƳŜǘƘƻŘ for connecting to jailbroken devices via 

SSH. This screen can also be used for creating iTunes Backups of a connected iOS device. 

 
Backup allows you to read encrypted or unencrypted backups from iTunes or apps such as 

3u Tools. 

 
Folder allows you to process the contents of a folder as though it was an extraction. 

 
File allows you to process a single file as though it was part of an extraction. 

 
XLS has several scripts for making XLS documents into databases that can be parsed by 

ArtEx. 

 
Compare creates a list of files on the device, tables in databases and fields within tables. This 

can then be used to compare against another device. 
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RTX Case 

w¢· ŦƛƭŜǎ ŀǊŜ {v[ƛǘŜ ŘŀǘŀōŀǎŜǎ ǘƘŀǘ ǎǘƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳŎƘ ŀǎ ǘƘŜ ŜȄǘǊŀŎǘƛƻƴΩǎ ŦƛƭŜ ǎǘǊǳŎǘǳǊŜΣ ǇŀǊǎŜŘ ǊŜŎƻǊŘǎ ŀƴŘ 

thumbnails. Utilizing RTX is an optional feature to allow faster reloading of an extraction. 

 

The RTX tab has a simple interface consisting of only 3 paths. 

RTX File The path of the RTX file you want to open 

Temp Folder The path that ArtEx can use as a scratch folder. 

Recent A list of recent (and accessible) RTX files. Note that loading a Recent file will use the same 
Temp Folder as was used previously. 

 

Archive 

Archives are the main type of extraction you will encounter. ZIP, TAR and UFDR are supported. 

 

The Archive tab also has a simple interface consisting of only 3 paths. 

Find File The path of the Extraction Archive file you want to open (ZIP, TAR or UFDR). 

Temp Folder The path that ArtEx can use as a scratch folder. 

Recent A list of recent (and accessible) Extractions. Note that loading a Recent file will use the same Temp 
Folder as was used previously. 
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ArtExtraction 

The ArtExtraction tab introduces a few new options. 

As mentioned earlier, ArtExtraction is used to connect to a jailbroken iPhone/iPad via SSH and can be used to 

either extract the device or connect and process in real time which is great for research purposes. 

The default LocalHost IP address, Port and User Credentials are loaded with the assumption you will be using a 

SSH Tunnel via a tool such as 3u Tools. 

It is possible to run ArtExtraction over WiFi by entering the appropriate IP Address, but it is considerably slower. 

ArtEx also includes instructions for jailbreaking and setting up for SSH although ArtEx will not perform the 

jailbreak. 

  

Either enter the IP Address, Port and Credentials and press Test Connection. 

Alternatively, select the appropriate connection from the Saved dropdown menu. 

Assuming the connection is successful, the button will turn Green and the and 

button will become enabled. 

Use the to process the device in real time or the to save the extraction. 

The Temp Folder path is used to specify the path that can be used as a scratch folder. 

More information on ArtExtraction can be found later in the manual. 

 

Creating an iTunes Backup 

Use the Backup button to search your computer for a connected iOS device. 

Assuming the device is found, it will be listed in the Connected Devices window. Use the Scan button in the top 

right to search again. 
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Select the device you want to extract and press Start. 

ArtEx will prompt for the target location to save to. 

LŦ ǘƘŜ ŘŜǾƛŎŜ Ƙŀǎ ŀ ōŀŎƪǳǇ ǇŀǎǎǿƻǊŘ ǎŜǘΣ ȅƻǳ ǿƛƭƭ ōŜ ŀǎƪŜŘ ŦƻǊ ƛǘΦ LŦ ƛǘ ŘƻŜǎƴΩǘΣ ȅƻǳ ǿƛƭƭ ōŜ ǇǊƻƳǇǘŜŘ ǘƻ ŎǊŜŀǘŜ ƻƴŜΦ 

 

Pressing Set Password will set the password, or pressing Continue will start the extraction without a password. 

The backup will begin 

 

When the extraction is completed, the data will begin parsing.  
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Backup 

Backup will accept encrypted or unencrypted iTunes backups. 

 

Find iTunes Backup The path of the backup you want to open 

Temp Folder The path that ArtEx can use as a scratch folder 

Backup Password The password required to decrypt the backup OR the path to a dictionary file.: 

Recent A list of recent (and accessible) Extractions. Note that loading a Recent file will use the same Temp 
Folder as was used previously. 

 

Notes 

¶ For Encrypted iTunes backups, enter the password/load a dictionary and press . Once the password 

if found, the  icon will change to a green tick (or a red cross in the case of failure) and the case can then 

be loaded. 

¶ The default password of 1234 will be tested without prompting. 

¶ If a UFD file is present with the same name as the extraction, the password will be used without prompting. 

¶ The password will be remembered in the future if loading a Recent Case. 

 

Folder 

Using the Folder Tab allows you to point ArtEx at any folder on your computer and read the contents as though it 

ƛǎ ŀƴ ŜȄǘǊŀŎǘƛƻƴΦ ¢ƘŜ ǎǇŜŎƛŦƛŎ ǇŀǘƘǎ ŘƻƴΩǘ matter too much in this case. 
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For example, as long as ArtEx finds a file with the name it understands, it will parse it as though the extraction is 

intact. 

This can be great for running parsers against a specific few files, or for quickly loading a collection of files. 

Find Path The path of the Extraction folder you want to open. 

Temp Folder The path that ArtEx can use as a scratch folder. 

Recent A list of recent (and accessible) Folders. Note that loading a Recent Folder will use the same Temp 
Folder as was used previously. 

 

File 

Using the File Tab allows you to point ArtEx at any single file on your computer and read the contents as though 

ƛǘ ƛǎ ŀƴ ŜȄǘǊŀŎǘƛƻƴΦ ¢ƘŜ ǎǇŜŎƛŦƛŎ ǇŀǘƘ ŘƻŜǎƴΩǘ ƳŀǘǘŜǊ at all in this case. 

 

As with the Folder extraction type, as long as ArtEx finds a file with the name it understands, it will parse it as 

though the extraction is intact. 

This can be great for running parsers against a specific file, or for loading a single files. 

Note that loading a SQLite file will also incorporate the WAL if present. 

Find File The path of the Extraction file you want to open 

Temp Folder The path that ArtEx can use as a scratch folder 

Recent A list of recent (and accessible) Files. Note that loading a Recent File will use the same Temp Folder as 
was used previously. 

 

XLS 

The XLS tab gives the option to convert XLS Spreadsheets made via reports in other forensics tools and convert 

them back into a database for processing. 
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It like goes without saying, but is important to note that the database generated will be limited to only the data 

from the spreadsheet. 

As an example, if you have a Cached Locations spreadsheet from Axiom, you can convert it back into a Cache.sqlite 

ZRTCLLOCATIONMO table for processing in ArtEx. 

 

Original Source Select the appropriate source that you want to convert the spreadsheet back into. 
Source File The path to the XLS file. 
Date Format The date format used in the XLS file. 
 

Press Read Columns. This will populate a list of table columns which are required. Use the dropdown list to select 

the equivalent column from the XML file. 

Press Convert XLS to SQLite to attempt conversion. 

Upon completion, the file will be automatically parsed and will appear as a Recent File. 

 

Comparison 

The Compare feature is designed to identify differences between extractions. However, it is NOT designed to 

identify differences between contents of the extraction. 

A use case for this could be to compare the SQLite schema of a database.  

¶ Does the database exist in both extractions?  
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¶ Do both databases have the same tables? 

¶ Do all tables have the same fields? 

 

The Comparison Tool is explained in greater detail late. 

 

Drag and Drop 

Most extraction types that ArtEx supports can also be opened by Dragging and Dropping into the main 

window. 

Supported Extraction types for Drag & Drop include; 

¶ Archive 

¶ Backup 

¶ Folder 

¶ File 

 

Initial Processing 

Whatever type of extraction you open, the initial process is near identical. 

Step 1 : The file system is identified and mapped out. 

Step 2 : Parsers are checked to see if they are relevant. (if selected). 

Step 3 : Device Details / Contacts / Keychain and Locations (if selected). 

No timeline parsers are run at this stage. This results in a fast initial processing time but means that 

additional parse time will be required during examination.  
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Starting an Examination 

In this section, we will start at the point that an extraction is opened and work through the various tabs 

within ArtEx and look at each in depth. 

 

Device Details 

This tab will show the overview the extraction you have open. 

It includes important information such as the Device Name, Model, SIM and Account information and settings etc. 

 

Any important value can be copied to clipboard simply by clicking it. Clicking the filename will open the file in the 

Right Pane. 

Apps 

This tab will list the applications installed on the device. It can be run automatically during the initial process or run 

separately afterwards. 
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By default, all Apple Native applications are hidden. These can be shown by turning on the Apple button next to 

the Search box. 

Searching installed Apps is possible by typing in the app name in the top right corner of the window. 

9ŀŎƘ ŀǇǇƭƛŎŀǘƛƻƴ ǿƛƭƭ ǎƘƻǿ ƛǘǎ ƛŎƻƴ ŀƴŘ ŀǇǇ ƴŀƳŜ ŀǎ ǿŜƭƭ ŀǎ ƛǘΩǎ .ǳƴŘƭŜ ŀƴŘ Sandbox path. These paths can be 

clicked to jump directly to the appropriate folder in the Directory View. 

 

*Note that in cases such as Backups where the path may not be available, ArtEx will either make the link inactive, 

or will navigate to the equivalent path within the backup. 

Each application also has an Extract button which allows you to save the contents of the Bundle or Sandbox 

directly. 

Note that the icon is derived from the images on the extraction and may appear in odd colours. 

 

Contacts 

Once an extraction is parsed, the native contacts will be displayed in this table. 

 

If the contact has an icon, it will be displayed. If there is no icon associated to the user, ArtEx will create one using 

the initials of the contact. 

Note that parsing a communications app such as Discord or Snapchat will result in additional contacts being added 

to the Contacts tab. 

Users can be searched using the textbox in the top right corner of the window. 

Selecting and Deselecting Contacts will alter which contacts are included in any subsequent report. 

Blocked /ƻƴǘŀŎǘǎ ǿƛƭƭ ōŜ ǎƘƻǿƴ ŀǎ ά.ƭƻŎƪŜŘ bǳƳōŜǊέ ƻǊ ά.ƭƻŎƪŜŘ 9ƳŀƛƭέΦ 
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TimeLine 

The TimeLine is the main feature of ArtEx. It allows you to view all processed data chronologically to easily see how 

artifacts interact and overlap with each other. 

For example, you can see when the device receives a notification, the display illuminates, the user opens the chat 

application sends a reply. Each step leaves its mark and ArtEx will show you this data. 

The TimeLine tab is dependant on the Time Bar options at the top of the screen and we need to go over these in 

detail. 

 

 
 

 
 

 
 
 1 ς Run Button 

2 ς Times of Interest (TOI) 
3 ς Time Frame 
4 ς From Time 
5 ς To Time 

6 ς Snap to Hour 
7 ς Save Time Frame 
8 ς Duration 
9 ς Time Zone Setting 

 

 

Run Button 
Reprocess the case with the new time or parser settings. 

Times of Interest (TOI) 

Set a Time of Interest ς Explained in more detail later. 

Time Frame 
Select a predefined time frame ǎǳŎƘ ŀǎ ά!ƭƭ ¢ƛƳŜέΣ ά¢Ƙƛǎ aƻƴǘƘέ ƻǊ ά¢Ƙƛǎ ²ŜŜƪέ. 

From Time 
Select a custom start of the time of the time period you want to view. 

To Time 
Select a custom end of the time of the time period you want to view. 

Snap to Hour 
Snap time period to complete hours or allow minutes. 

Save Time Frame 
Save the time setting for this case. 

Duration 

The calculated duration between the Start and End timestamps. 

Time Zone Setting 
The Time Zone Setting in use. 

 

Most of these are self explanatory, but some require further explanation which will be covered shortly. 

Generally, once a device is parsed, the time period will default to the last week of data before the extraction 

occurred. However, there are caveats to this and it may not occur every single time. 

1 2 4 5 6 8 9 

3 7 
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The left side of the window will show the list of available parsers. 

bƻǘŜ ǘƘŀǘ ƛŦ ȅƻǳ ƘŀǾŜ ǘƘŜ ά/ƘŜŎƪ ŦƻǊ tŀǊǎŜǊ 9ƭƛƎƛōƛƭƛǘȅέ ŎƘŜŎƪŜŘ ƛƴ ǘƘŜ ǎŜǘǘƛƴƎǎΣ !Ǌǘ9Ȅ ǿƛƭƭ ƘŀǾŜ ǘŀƪŜƴ ŀ ƭƛǘǘƭŜ ƭƻƴƎŜǊ 

during the initial parse to verify what files exist on the extraction and which parsers will be able to run. For 

example, if no Snapchat data files exist on the extraction, then the Snapchat parser will not be present in the list. 

However, if you have this option turned off, you will be presented with all parsers, regardless of whether the data 

files exist or not. 

 

 

The Parser List contains several parts; 

 

At the very top are 5 icons. 

The first two will expand or collapse all parser groups. 

The second two will select or deselect all parsers. 
The Final icon will allow you to save the selections you currently have as a template for quicker 
selection in the future. 

 
 
These templates are referred to on the Settings screen and allow you to choose a template to 
parse by default. 

 

 
The second tool bar row contains a drop-down menu for selecting parser type. 

 
 
There is also a search box, allowing you to search for the name of the parser you want 
to find along with a Clear Search button. 
 
 

The parsers are arranged into groups and each group has its own Header bar. 

 
The Header bar contains the name of the group on the left and the expand/collapse  
button on the far right. 

Clicking on the header title will select all parsers in the group and clicking the  
button will deselect all parsers in the group. 
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Lastly, each parser has its entry which can be selected/deselected by clicking. The item 
is colour coded as follows; 
 

 
White = Unprocessed parser. 

 
Gold = Currently highlighted parser. 

 
Blue = Selected parser. 

 
Light Blue = Disabled parser. 

 
Light Red = No data (ie. Files do not exist) 

 
Red = Parser error. 
This usually occurs due to the source file not being as 
expected. 

 
Some parsers have additional options, as seen by the ellipsis on the right side of the 
button. 

 
The ellipsis will open a mini menu for that parser. 
 
Mini aŜƴǳΩǎ ǘȅǇƛŎŀƭƭȅ Ŏƻƴǘŀƛƴ ƻǇǘƛƻƴǎ ǎǳŎƘ ŀǎΥ 
 

¶ Show Media - Show the thumbnails of media files. 

¶ Map All/Map<200m - Create a map for ALL location records or just those with 
accuracies better than 200m. 

¶ Show Course - Show Course/Heading information on the drawn map. 

¶ Add Password - Add a password or password list for the specific parser. 

¶ Allow Download ς Allow ArtEx to go online to download media if it cannot be 
found on the extraction. 

Run ArtEx 

Once you have selected the appropriate time frame and parsers the that you are interested in, press the  

button from the Time Bar and ArtEx will begin processing.  

The first time a parser runs, the entire data source is processed. This may take some time depending on how 

much data there is. The data is cached however for faster use in the future.  

Note that although the entire dataset is processed at this time, only the dependant files needed for the selected 

time period will be processed. 

For example; if processing Photos for a 1 month time period, the entire database will be processed, but only the 

single month of images will be processed. 

If you then choose to process a different month, although the database does not need to be processed again, the 

new images will be and therefore, additional processing time may be required. 
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The TimeLine Graph 

If your time period is less than 32 days, your parsed data will be shown in a Gantt chart. This view allows you to see 

all activity for the selected parsers in a quick, visual way. 

 

 
 
 1 ς Hide Graph 

2 ς Change Layout 
3 ς Nudge Time Period 
4 ς Show Time 
5 ς Auto Apply 

6 ς Graph Zoom 
7 ς Graph Reset 
8 ς Save Graph to Report 
9 ς Copy to Clipboard 

 

Hide Graph 

Show or Hide the graph pane. 

Change Layout 

Change the layout between Horizontally or Vertically stacked panes. 

Nudge Time Period 

Change the selected time period. A single arrow  will nudge forward or backwards 1 hour whereas a double 

arrow  will nudge forward or backwards by 24 hours. 

Show Time 

Turn on or off the red line and time label shown on the graph as you move your mouse around. 

Auto Apply 

ArtEx will automatically run after any changes applied to the selected time period. With this turned off, you are 

required to press  after any change. 

Graph Zoom 

These controls allow you to zoom in or out of the Graph image. 

Graph Reset 

Reset the zoom level of the graph image and recentre it. 

Save Graph 

Add the graph image as a Report Element. 

Copy to Clipboard 

Copy the graph image to the clipboard. 

 

As well as the buttons listed above, the graph can be interacted with in a number of other ways as well. 

1 2 3 4 5 6 7 8 9 



23 
 

ArtEx User Guide 

February 2024 
w w w . d o u b l e b l a k . c o m 

Single Left Click 

Scroll the table view to the closest record chronologically to the selected time on the graph. 

Left Click & Drag 

Set the Time Period using the graph. Left click sets the start, letting go sets the end. 

Left Click & Drag on Parser Name Up/Down 

Will allow you to reorder the parsers in the graph. 

Mouse Wheel 

Scroll the Time Period 1 hour forwards or backwards. 

Mouse Wheel + Ctrl  

Zooms in to the selected time. 1 hour is added to the start time and subtracted from the end time. 

Mouse Wheel + Shift 

Will zoom in/out of the graph image. 

 

The TimeLine Table 

Regardless of the length of selected time period, the Time Table will show all records chronologically. 

 
 

 
 

 1 ς Deselect/Select all records. 
2 ς View Settings 
3 - OCR 
4 ς Translation settings 
5 ς Show/Hide parser results 
6 ς Search 
 

7 ς Filter Text  
8 ς Add to Filter Text 
9 ς Filters & Conditions 
10 ς Clear Filter 
11 ς Filter Locations by accuracy 
12 ς Filter media by descriptors 

 

Deselect/Select all records 

Causes all visible records to be either selected or deselected. 

View Settings 

Change the view settings which includes either viewing ONLY the selected/deselected or changing the font size. 

Translation settings  

Translates the parsed messages.  

Note that this requires additional configuration which is discussed later. 

Show/Hide parser results  

This option will allow you to turn on/off specific parsers from the table view similar to turning items off from the 

Parser List. The record will be removed from the table view but not from the graph. 

Search  

Search the Timeline Table for a specific word. 

Filter Text  

Filter the Timeline Table by a specific word. 

1 2 4 5 6 7 9 8 10 11 

0 

12 3 
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Add to Filter Text  

Pressing the  button will add the current Filter Text to a list and allow you enter another filter term. Using this 

allows you to build a more complex filter. 

Filters & Conditions  

This dropdown will include the mode of the filter and all the terms you entered using the Add to Filter button. 

 

The very top item is the AND / OR operator. Pressing it will switch the search between 
AND or OR conditions. 
 
All other items are the search terms entered. 
 
In the example shown, ArtEx is in OR mode and so the results will include any record that 
includes any of the terms included. 
 
Pressing the top item will change the mode to AND mode and so the results will only 
include any records that includes ALL the terms included. 
 
Pressing the term itself will remove it from the list. 

 

Clear Filter  

Clears all applied filters from the Text Filter list. 

Filter Locations by Accuracy  

 

This filter allows you to remove location records from the timeline that have low 
accuracy. 
 
For example, selecting the 65m from the list will remove all records from the timeline 
that have an accuracy higher than 65Ƴ ƻǊ ǊŜŎƻǊŘǎ ǘƘŀǘ ŘƻƴΩǘ ƛƴŎƭǳŘŜ ŀŎŎǳǊŀŎȅ 
information. 
 
Note that use of this filter will also remove non-location records. 
 
 

Filter Media by Descriptors  

 

This filter allows you to filter media items by using person descriptors such as Male or 
Female, Adult or Child, Bald or wearing Glasses etc. 
 
¢ƘŜǎŜ ŘŜǎŎǊƛǇǘƻǊǎ ŀǊŜ ōŀǎŜŘ ƻƴ !ǇǇƭŜΩǎ ƴŀǘƛǾŜ ƳŜŘƛŀ ŎƭŀǎǎƛŦƛŎŀǘƛƻƴǎΦ 
 
Note that use of this filter will also remove non-media records. 

 

The Table itself contains numerous standard columns including; 

¶ Time Of Interest Indicator ς The very first column will be coloured to reflect TOI information. 

¶ Selection State - if the item will show in a report. 

¶ Icon - A graphical representation of the activity. 

¶ Start Time - The Start Time / only time related to the record. 

¶ End Time - The End Time of the record (if applicable). 

¶ Activity ς A description of the record. 
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¶ Source ς Details of where the record originated. 

 

Depending on the type of record, it may also include; 

¶ MetaData ς Important information about the record. This could be anything such as location coordinates, 

message group information, media descriptions etc. 

¶ Message Body ς The message contents that were sent as part of the activity. 

¶ Media Preview ς The image related to the record. This could be an image from the device, or a map 

generated by ArtEx to show the location record. 

 

Double Clicking on a cell may open the right pane. 

¶ Double clicking on the MetaData or MessageBody cell will open a right pane with a breakdown of the 

MetaData information for easier copying. 

¶ Double Clicking on the Image Preview cell will open the media item up for interaction such as zoom, 

rotate, export or OCR. 

¶ Double clicking the Source cell will open the data source for the record; databases will open to the 

specific record if possible. 

 

Time Zones 

Similar to all other forensic applications, ArtEx parses most timestamps as UTC. This UTC value is held as the 

parsed records timestamp. 

The time zone of the case can be changed using the dropdown menu in the top right corner of the screen. When 

this is changed, the timestamps shown (in the table, graph and databases) will be shown in the appropriate time 

zone. 
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However, some records are not stored in UTC and ArtEx handles these differently to what you may be used to. 

Records found in logs are often saved with Local timestamp information that may or may not include the time 

zone offset. 

If the record does include the offset, then the parser will convert the timestamp UTC and all further calculations 

in the UI will be handled as though it was a UTC timestamp in the first place. 

LŦ ǘƘŜ ǊŜŎƻǊŘ ŘƻŜǎ bh¢ ƛƴŎƭǳŘŜ ǘƘŜ ƻŦŦǎŜǘΣ ǘƘŜƴ !Ǌǘ9Ȅ Ƙŀǎ ƴƻ ŎƘƻƛŎŜ ōǳǘ ǘƻ ǘǊŜŀǘ ƛǘ ŀǎ ŀ ά[ƻŎŀƭέ ǘƛƳŜǎǘŀƳǇΦ 

This will appear as a timestamp in the table with [Local] written next to it.  

 

¢ƘŜ ǘƛƳŜ ǎƘƻǿƴ ƛƴ ŀ ώ[ƻŎŀƭϐ ǊŜŎƻǊŘ ǿƛƭƭ ƴŜǾŜǊ ŎƘŀƴƎŜ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ǘƘŜ ǘƛƳŜ ȊƻƴŜ ȅƻǳ ƘŀǾŜ ǎŜƭŜŎǘŜŘΦ LǘΩǎ ƭƻŎŀǘƛƻƴ 

within the chronology of the table should always be correct however. 

 

Time of Interest (TOI) 

The Time of Interest feature allows you to enter details about a refined time period you are particularly 

interested in such as the time of a crash or the time that a crime occurred. 

 

Enter a title, select the start and end dates and choose a colour from the pre-defined list. Then press Create 

New. You will see it gets created in the list on the right. 

CǊƻƳ ƘŜǊŜΣ ȅƻǳ Ŏŀƴ ǘǳǊƴ ǘƘŜ ¢hL ƻƴκƻŦŦ ƻǊ ŘŜƭŜǘŜ ƛǘΦ hƴŎŜ ȅƻǳ ŀǊŜ ƘŀǇǇȅ ǿƛǘƘ ȅƻǳǊ ¢hLΩǎΣ ǇǊŜǎǎ /ƭƻǎŜ ƛƴ ǘƘŜ ǘƻǇ 

right corner. 

The TOI information will be shown in several locations, designed to make examinations easier, including; 

 

Graph 

The TOI will be displayed on the graph so that you can easily see the time that you are interested in and compare it to actions 

on the device at that time. 

 

Table  

The TOI will also display as a coloured bar on left side of the table view to indicate that this action occurred during 

the TOI event. 



27 
 

ArtEx User Guide 

February 2024 
w w w . d o u b l e b l a k . c o m 

 

 

Chat 

If the timeline data you are viewing includes Chat Messages, the Chat tab will appear and provide another way to 

view the message data. 

 

  
 
 1 ς Conversations 

2 ς Save Chat Pane 

3 ς Chat Pane 

 

Conversations 

This pane will list all conversations found within the selected time period.  

By default, only one conversation can be selected at a time and clicking the conversation will load it into the Chat 

Pane. 

¢ƘŜ ŎƘŜŎƪōƻȄ άAllow Multiple Selectionsέ ǿƛƭƭ ŀƭƭƻǿ ȅƻǳ ǘƻ ǎŜƭŜŎǘ ƳǳƭǘƛǇƭŜ ŎƻƴǾŜǊǎŀǘƛƻƴǎ ŀƴŘ ǎƘƻǿ ǘƘŜƳ ƻƴ 

screen consecutively. 

Save Chat Pane 

This button will allow you to save the current chat pane contents as HTML. 

Chat Pane 

This pane contains the chat messages which are part of the currently selected chat. 

 

1 

3 

2 
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Gallery 

The Gallery tab will show media items from the timeline in a thumbnail view. 

 
 

 
 1 ς Media Types 

2 ς Filter Options 
3 ς Search 
4 ς Duplicate Options 

5 ς Grouping 
6 ς Thumbnail Size 
7 ς Person Descriptor 

 

Media Types 

This menu allows you to refine the filter for the type of media being shown in the Gallery View. You can choose 

to Show or Hide Photos, Live Photos, Videos, Screenshots, Attachments or images from Apps. 

Filter Options 

The Filter Options includes more filters including items that include people, are part of a specific Album or 

Moment or are believed to be taken with the device being examined. 

Search 

A simple search for specific text along with the Clear search option. 

Duplicate Options 
ArtEx can show or hide duplicate images. 

Grouping 

Choose how to Group the messages. Options include by Day, Month, Year or Moment, Album or App. 

Thumbnail Size 

Choose the size of the thumbnail image. 

Person Descriptor 

Similar to the Person Descriptor on the Timeline, you can use this to build a person description and filter the 

images being shown. 
Double clicking a thumbnail will load the image to the Right Pane. 

 

1 3 4 5 6 2 

7 
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Locations 

The Locations tab is a dedicated view for location data and will show all items on one large map instead of the 

thumbnail maps used in the timeline. 

Locations parsing can take a significant amount of time. For this reason, ArtEx given you the choice of running 

the Locations parser as part of the initial decode or to opt to run it manually. 

The Locations tab is broken into several panes: 

 
 

 
 
 
 1 ς The Locations Table View 

2 ς The Locations Timeline Graph 
3 ς Location Main Map 

4 ς High level overview 
5 ς Selected Record Close-Up 

 

The Locations Table View 

4 

5 

3 

1 2 
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This table view includes all Locations record within the 
selected time period, including; 

¶ Selection State 

¶ Label 

¶ Start Time 

¶ End Time (if available) 

¶ Duration (if applicable) 

¶ Details (such as the origin of the record or MAC 
address etc) 

¶ Latitude & Longitude 

¶ Accuracy 

¶ Speed (If available) 

¶ Course (if available) 

¶ Source ID (Typically the ROWID from the 
database) 

¶ Parser name 

 

 

 
Switch Layout will reorganize the view between horizontally or vertically stacked panes. 

 
Match Bounds will filter the records in the table to match the bounds of the map being 

viewed. 

 
Sources will open to show the Locations records that were found and allow you to turn on 

or off any of the sources. 

Each Source may have a sub-source and each can be turned 

on or off independently. 

Each item has 2 numbers next to it within parenthesis. The 

first number is the number of items withing your selected 

time period. The second number is the total number of 

records found. 

 
Radius Selection will filter the records being shown by their Accuracy value, allowing you 

to focus on just the higher accuracy records. 

 
Select All and Deselect All will select or deselect all records in the table. 

The selection state of the records in the table will be reflected in the markers shown on 

the map. 

 
Create Flipbook will create an animated view of the selected location records and is 

covered in more detail later on. 

 
Export to CSV will export the contents of the Table View into a CSV file. 
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Label Marker will include the timestamp of the record on the map alongside the marker. 
Only the records selected in the table will be affected. More details can be found shortly. 

 
Search and Clear can be used to manually filter the table or clear the search. 

 

The Locations Graph 

The Locations Graph is functionally similar to the TimeLine graph. 

 

 
Nudge 24hrs forwards or backwards. 
This will affect the overall Time Period being viewed. 

 
Reset View will reset the state of the graph. 

 
Add Element will add the graph image to the Report Elements.  

 Copy Graph will copy the graph image to the clipboard. 

 

As with the TimeLine graph, you can use the mouse to refine the time period or scroll forward/backwards in time. 

The Main Map 

 

 Map Zoom can be used to zoom in or out of the map. 
Pressing it once will temporarily open a slider for faster zoom controls 
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 Jump to Location lets you directly enter GPS Coordinates (decimal format) and 
immediately jump to that location. 

 Radii Options allows you to change the opacity of the Accuracy Radius or hide it 
altogether. 

 Highlight Marker will draw an arrow to the record(s) you have selected in the Table View. 

 

 Course will draw an arrow on the map to indicate the direction of travel for each marker 
on the map (if available). 

 
 

 Connect Locations will draw a line between the Wifi and Cell Tower Locations found in 
the Cache_EncryptedB database and the temporally closest record from the cache.sqlite 
database. 

The initial reason for this feature was to 
demonstrate why the cache_encryptedB records 
could not be trusted as the location of the device 
at the time shown. 

 Custom Markers allow you to add custom locations to the map and are discussed in more 
detail lower down. 

 Clear Drop Pin will remove any drop pins you have added to the map. 
Drop pins are discussed shortly. 

 Copy Map will copy the map image to the clipboard. 
 

Map Navigation 

There are several options for navigating the map aside from the simple zoom options in the tool bar. 

1 ς Double Clicking on a record in the Table View will center the record in the main map. 

2 - The Mouse Wheel can be used for zooming in and Out of the map relative to the location of the mouse 

pointer. 

3 ς Single Left clicking anywhere on the map will recenter the map around the selected location. 

4 ς Left Click and Drag will create a box to zoom to. 

5 ς Keyboard cursor keys can be used to move the map around. 
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Map Tools 

Drop Pin ς Pressing SHIFT while Left clicking on the map will 
drop a pin. This is a way to temporarily mark a location of 
note. 
 

 
Measure ς Once a pin is dropped, continuing to hold SHIFT 
while moving the mouse will draw a measurement on screen 
between the Pin and the current location of the mouse 
pointer. 
 
Releasing SHIFT will stop drawing the measurement and will 
leave it in its current state. 
 

Press  to remove both the drop pin and the measurement. 

 
Find Record ς Hold CTRL and click on a marker on the map to 
jump to the appropriate record in the table view. 

 

 

Markers Labels 

There are several options for labelling markers on the main map. 

Option 1 

The first, and simplest option is to select the records you are interested in on the Location Table and press the 

button. 

This will turn the Timestamp label on for all selected records. This is indicated in the Table view with a  icon 

in the second column. 

 

It will also place the Timestamp label on the map in the default location next to the appropriate marker. 
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Pressing  again on a record that already has Marker Labels turned on, will turn the marker label off. 

Option 2 

Move your mouse over (or close) to a marker while holding SHIFT and CONTROL to show the timestamp of that 

specific marker. The selected marker will be whichever is the closest to the mouse cursor and you move 

around, the selected marker may change. 

 

Left Clicking while still holding SHIFT + CONTROL will lock the timestamp label in place and you will see the  

icon appear in the Table view on the appropriate record. 

Option 3 

If you know the specific marker on the table you want to highlight but cannot find It on the map view (or it is 

obscured by other records), double clicking the row in the table while pressing CONTROL and SHIFT will lock in 

your chosen record and you ǿƛƭƭ ǎŜŜ ǘƘŀǘ ǘƘŜ ǊŜŎƻǊŘ ǎƘƻǿǎ άΧέ ǿƘŜǊŜ ȅƻǳ ƴƻǊƳŀƭƭȅ ǎŜŜ ǘƘŜ ║  icon.  

 

Now, with SHIFT + CONTROL pressed down, you can move your mouse anywhere on the map and the label will 

always point to your selected record. Left click to lock in the location of the label on the map. 

Option 4 

Press the Right Mouse Button on a map marker while holding SHIFT + CONTROL will result in a similar outcome 

ŀǎ ƻǇǘƛƻƴ оΦ ¢ƘŜ ŀǎǎƻŎƛŀǘŜŘ ǊŜŎƻǊŘ ǿƛƭƭ ǎƘƻǿ άΧέ ŀƴŘ ƴƻǿ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ǿƘŜǊŜ ȅƻǳ ƳƻǾŜ ȅƻǳǊ ƳƻǳǎŜΣ ǘƘŜ 

timestamp label will always point back to the selected record. 
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Custom Markers 

Custom Markers allow you to place a more permanent marker in a location relevant to your case. 

Current Marker options include House, Car, Scene, Fire, Dump Site, and each marker can be shown in a different 

colour; either Red, Blue, Green, Purple or Orange. 

Select a marker type and color and click on the map to place. 

  
 

This marker will remain persistently in the selected location. 

To alter or rename the marker, press Custom Markers > Edit. 

 

 

It is quite common that upon first loading the Locations screen, the entire map will be presented in a mass of 

orange. 
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This is not an error but reflects the number of records parsed. Zooming out will give a clearer picture of what the 

cause of the orange screen is: 

 

Reducing the Sources or changing the Accuracy Filter is a good way to remove these low accuracy and 

troublesome records. 

 

Creating a Flipbook 

A Flipbook is an animation of the location data that can be either presented as a HTML document to scroll 

through or as an MP4 video. 

Start by highlighting the records you want to include in the Flipbook. 
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The press the Create Flipbook button . 

A new tab will open within the Locations tab and will present the FlipBook options. 

 

This window informs you of the number of pages in the flipbook (relative to the number of records highlighted) 

and gives the opportunity to give the Flipbook a title. 

You then have some options: 

1 ς Include Radius on Overview  

2 ς Include Radius on Detail Map 

3 ς Include Speed (if applicable) 

4 ς Include Course 

5 ς Custom Markers on Detail Map 

 

When you build the Flipbook the tab will update with the results. 
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1 ς Locations Tabs  
2 ς Play/Pause and Play Speed will auto-scroll though the pages. 
3 ς Parser Name 
4 ς Save Options (Copy to Clipboard, Save to HTML, Save as MP4)  
5 ς Manual Scroll. 
6 ς Timestamp of the current record 

7 ς Detail Map shows a close view of the current record. 
8 ς Overview Maps shows a higher level view of the current record. 
9 ς Coordinates of the current record. 
10 ς Accuracy of the current record. 
11 - Accuracy of the current record. 

 

 

Saving Flipbook 

Flipbooks can be saved as either an interactive HTML report or MP4 video using the buttons shown in the image as item 4. 

To save as an MP4, you will need to have FFMPG installed at the default location on your C drive (C:\FFmpeg). Download 

FFMPG from https://ffmpeg.org/download.html. 

 

Offline Use 

As an offline user, you have two options to make use of Map data. 

Tile Grabber 

When you try to use maps in ArtEx while offline, you will be prompted to use Tile Grabber by inserting a USB Drive and 

selecting the drive from the list. 

ArtEx will copy a small tool to the USB along with a list of required map tiles. Once finished, take the USB to an internet 

connected computer and run the TileGrabber.exe. 

TileGrabber will download all required tiles and once finished, return the USB to the original computer for ingestion. 

4 

6 

7 
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Custom Tile Server 

Setting up your own OpenStreetMaps server on the inside of your network is another alternative. 

Create a text file called CustomMapTileServer.txt which contains only the URL of your server. Save this file in the root 

directory of ArtEx. 

 

Directory 

The directory view allows you to navigate the file structure that has been parsed. 

It is split into 2 main sections: Tree View and Table View.  

 

 
 

 1 ς Tree View  
2 ς Table View 

 

 

The Tree View shows only folders in an open or closed state. Clicking on a folder to open it will show all folders 

inside and will also update the table view to show all items inside it. 

Clicking on an open folder will close it. 

The Table View will show all items inside the currently selected folder. 

 
 
 

 
 1 ς Search Options  

2 ς Show Folders in Table 
3 ς Open New Directory Tab 
4 ς Bookmarks 
5 ς Extraction Comparison 
6 ς Time Filter 
7 ς Show Thumbnails 

8 ς Hex Search  
9 ς Hash Files 
10 ς Export to CSV 
11 ς Flat View 
12 ς Extract Folder 
13 ς Extract Items 
14 ς Breadcrumb Path 
 

 

1 2 

1 

14 
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Search Options 

Type in the name of the file or folder you are interested in and press .  

Press  to clear the search. 

Note that using the Search feature will disable the Tree View until  is pressed. 

Show Folders in Table 

This option will turn on/off folders from showing in the main Table View. 

Open a New Directory Tab  

This will open another directory tab, allowing you to work in multiple paths at once. 

Bookmarks 

Bookmarks allows you to save common paths that are interesting and quickly navigate to them in the future. 

Add Bookmarks by right clicking on a file and select the ά.ƻƻƪƳŀǊƪέ ƻǇǘƛƻƴΦ 

 

The path will be added as a Bookmark that can now be used at any point to jump straight to the bookmarked 

path. 

 

Use the Bookmark Manager to remove Bookmarks that are no longer required. 

 

Extraction Comparison  

This will be explained more in a separate section of this manual. 

Time Filter  

This option allows you to apply the selected time period to the files in the Directory View. i.e. The files visible in 

the Directory View will only be the files that were Created, Modified, Accessed or Changed (depending on your 

selection) within the time period selected. Note that you can only choose one timestamp at a time as a filter. 

Show Thumbnails 

This button will turn on/off the thumbnail view of media files within the Directory View.  
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Note that each directory will be processed at the time the directory is accessed and will potentially take a long 

time depending on the amount of files present. Thumbnails will be cached to enable faster reloading. 

 

Hex Search 

ArtEx allows you to search all selected files for specific terms. More about Hex View will be discussed later. 

 

Enter the search term and press the  to add the item to the list. 

Select an item and press  to remove it from the list. 

*Note that this is case sensitive. 

 

tǊŜǎǎ Ψ{ŜŀǊŎƘ {ŜƭŜŎǘŜŘ CƛƭŜǎΩ ǘƻ ǎŜŀǊŎƘ ǘƘŜ ŎǳǊǊŜƴǘƭȅ ǎŜƭŜŎǘŜŘ ŦƛƭŜǎΦ 

  

This will search the selected files and open each file up to highlight the results. 

 

Hashing 

Pressing this button will has the selected files which will be shown in the table view. 

Pressing the down arrow on this button will give the choice to hash all files in the view. 
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Export to CSV 

This button will save the information in the current view to a CSV file. 

Flat View 

View all files in and below the currently selected folder regardless of the directory structure. 

Open External 

Extract the file and launch it in the default windows application. 

Extract Items 

Pressing Extract Items will open the Extract Files window to give you options and control over how the data is 

exported. 

 

Export Source 

¶ Selected Item(s) ς Extract ONLY the selected item(s) 

¶ Current Folder ς Extract all items in the current folder. 

¶ Current View - Extract all items in the current view. 

Export Path 

¶ Rebuild Folder Hierarchy ς Maintain the file path of the extracted items. 

¶ Export as is ς Ignore the hierarchy and just export the files. 

Export Container 

¶ As Files & Folder ς export the files/folders to the desktop as files and folders. 

¶ As Zip ς Save the exported data in a zip file. 

 

  

Breadcrumb Path 

The breadcrumb path will show each folder in the path to the currently selected file and allows you to jump to 

any folder by clicking on the specific part of the breadcrumb path you are interested in. 

Clicking on the folder at the start of the breadcrumb trail will allow you manually enter the path you want to visit. 

 

The Table View 

The Table itself contains numerous fields although not all fields are visible at all times. It often depends on the 

type of extraction and the options selected. 
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Icon ς An icon representative of the type of record (Folder, File, SQLite, Symbolic Link etc). 

Thumbnail ς The thumbnail view of the file (if applicable and selected). 

FileName ς The name of the file. 

FilePath ς The path of the file. 

LinkPath ς The symbolic link path (if applicable). 

OriginalPath ς The Original path (applicable to backups or UFDR). 

FileExtension ς The extension of the file. 

FileOffset ς The offset of the file (applicable to archives). 

FileSize_Bytes ς The size of the file in Bytes. 

FileSize_Compressed ς The compressed size of the file (in Bytes). 

FileSize_MegaBytes ς The size of the file (in MegaBytes). 

LastModified ς The Last Modified timestamp of the file (if available). 

Accessed ς The Accessed timestamp of the file (if available). 

Changed ς The Changed timestamp of the file (if available). 

Creation ς The Creation timestamp of the file (if available). 

 

Mouse Clicks 

Left clicking on a record will select it. 

Double Clicking on a record will attempt to open the file in the Right Pane. By default, ArtEx will try to open the 

file in the appropriate viewer but will default to Hex. 

Right Clicking on a record will present a Context Menu. 

  

Copy Path will simply copy the path of the file (including filename) to the clipboard. 

Jump to will navigate the Directory View to the selected file; this is most useful when used in conjunction with 

the Search feature. 

Open new Tab will open a secondary Directory View tab at the path shown. 

View in Hex Viewer ǿƛƭƭ ƻǇŜƴ ǘƘŜ ŦƛƭŜ ƛƴ !Ǌǘ9ȄΩǎ IŜȄ ±ƛŜǿŜǊΦ 

Extract Selected File(s) will launch the Extract Items view. 

Bookmark will add the path of the file to the Bookmark list. 
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Right Pane 

The Right Pane can be used to open files of many different types. Each type will present in context to 

the file type. 

Hex View 

The Hex View can be launched by Right Clicking on a file and selecting View in Hex Viewer. It will also be the 

default view when opening a file that ArtEx cannot automatically recognize. 

The Hex Viewer can be split into 4 parts: Hex View, ASCII View, Data Interpreter and Search. 

 
 

 
 

 1 ς Hex View  
2 ς Load As 
3 ς Extended ASCII  
4 ς ASCII View 
5 ς Save File will save the file. 

6 ς Data Interpreter 
7 ς Search View 
8 ς File & Selection Information 

 

Hex View 

The main window will show the contents of the file in a HEX view. 
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Load As 

 

The Load As menu allows you to tell ArtEx how to open a file. 
Supported types are; 

¶ Database 

¶ Image 

¶ Text 

¶ BPlist/Protobuf (Serialized Data) 

¶ Video 

¶ SEGB (iOS Biome) file 
 
Any of these options will open the file in the requested viewer while keeping the 
Hex view also open. 

 

Extended ASCII 

This option turns on or off the Extended ASCII characters for the ASCII View. 

ASCII View 

Shows the ASCII view of the file (in extended or basic ASCII) 

Save File 

Save the file to your local computer. 

Data Interpreter 

Shows different ways to interpret the data you have selected in the Hex View. 

 

The Data Interpreter area will show how the bytes you have selected 
in the Hex or ASCII view look using different interpreters. 
 
Currently supported interpreters are: 

¶ ASCII ¶ UInt32 (LE) ¶ Mac Absolute 

¶ UTF7 ¶ Int32 (BE) ¶ Mac Millisecond 

¶ UTF8 ¶ UInt32 (LE)  

¶ UTF32 ¶ Int64 (LE)  

¶ BINARY ¶ UInt64 (LE)  

¶ Int8 ¶ Int64 (BE)  

¶ Int16 (LE) ¶ UInt64 (LE)  

¶ UInt16 (LE) ¶ Single (LE)  

¶ Int16 (BE) ¶ Single (BE)  

¶ UInt16 (BE) ¶ Double (LE)  

¶ Int32 (LE) ¶ Double (BE)  

 
 

Search View 

Allows you to perform searches against the file for specific words. 

Entering a search term into the text box and pressing  will add the search term to the Terms list. 

 

Clicking on the Terms button will show all terms currently in the list and these can be removed by pressing the 

associated . 



46 
 

ArtEx User Guide 

February 2024 
w w w . d o u b l e b l a k . c o m 

 

Once all search terms have been entered, press  to perform the search. 

The results will show the offset and the Term found, the offset and the surrounding bytes. 

 

Double clicking on a result will jump to the appropriate offset in the Hex View. 

Note that Search is case sensitive and currently only searches the ASCII content. Byte searches is not supported. 

File & Selection Information 

Shows file size, current offset, and selection size. 

 

Media View 

Media View can be launched either by double clicking on the Thumbnail of a record in the Timeline View, From 

Directory View or from the Hex Viewer. 

The top of the pane will display the media item itself, and the bottom of the pane will show information related 

to the item. 

 

1 ς Media Title 
 
2 ς Tool Bar 

 Zoom in/Out of the image 

 Rotate the image 90o 

 Run OCR on this image 

 Reset Image 

 Replay (Context sensitive) 

 Copy image to Clipboard 

 Open in External App 

 Save Media 

 
3 ς Media Content 
 
4 ς Info Tab 

Highlights Important information. 

EXIF Exif Data for the item. 

Map Rendered map. 

OCR OCR content if relevant. 
 

 

2 

1 

3 
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Text View 

Text View can be launched either by double clicking on the source column in Timeline View, From Directory View 

or from the Hex Viewer. 

This is a simple Text viewer with options of text size and word wrap. 

 

1 ς Tool Bar 

 Font Size Shrink/Grow 

 Open in External App 

 Word wrap 

 Save File 

 Search 

 
2 ς Text View 

 

 

SQL Databases 

ArtEx has a built-in SQLite viewer to aid with validation and research an also includes a SQLite and WAL Explorer 

feature. 
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